OBARCC
Commitments Compliance Report 2021

The Openreach Board Audit, Risk and Compliance Committee (OBARCC) is a committee of
the Openreach Limited Board. This is ‘the OBARCC Commitments Compliance Report’ for
the period ended 31 March 2021. Unless otherwise stated, all facts, statistics, events or
developments are correct to the nearest practicable date before 8 July 2021. The OBARCC
Commitments Compliance Report is a requirement of the Commitments notified to Ofcom
by British Telecommunications plc pursuant to Section 89C Communications Act 2003.
This report covers the 2020/21 financial year running from 1 April 2020 to 31 March 2021.
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1 Introduction from the OBARCC Chair
The Openreach Board Audit Risk and Compliance Committee (OBARCC) is a committee of the
Openreach Limited Board. The Board is responsible for setting Openreach’s strategy,
overseeing performance and ensuring Openreach invests in better service, broader coverage
and faster broadband speeds for the whole country. In May 2021 BT demonstrated its faith
in Openreach’s strategy and delivery performance by announcing an increase to its fibre
build targets, with Openreach aiming to build Fibre to the Premises (FTTP) to 25 million UK
premises by the end of 2026.
The OBARCC is charged with ensuring that the corporate governance of Openreach is
working effectively. Whilst the OBARCC’s work covers risk, audit, assurance and compliance
for all aspects of Openreach’s operations, the focus of this annual report is our work on
monitoring Openreach’s compliance with the Commitments. The OBARCC considers that the
two biggest risks to Commitments compliance are: the potential for culture and behaviours
in BT to become eroded over time as a result of changes in senior BT leadership positions;
and the potential for inappropriate BT influence over Openreach’s commercial decisionmaking, particularly relating to fibre rollout and pricing.
During 2020 I raised a number of incidents with the BT Compliance Committee (BTCC), each
individually relatively minor and technical but which, when taken together, could have given
rise to a concern as to how fully embedded the Commitments were in BT. Reviews of these
incidents did not identify any BT intent to retrench from greater operational and strategic
independence for Openreach although there was evidence of the Commitments not being
top of mind in BT. We were encouraged by remedial actions requested by the BTCC,
including briefings for new senior BT hires and the fact that these are now being
implemented.
We have maintained oversight over Openreach’s fibre rollout, with the final phase of the
external audit of Openreach’s fibre footprint governance and transparency concluding
during the year, finding no major items of concern. Whilst not a Commitments issue, there
is also the need to ensure that information about Altnets’ fibre build plans is rigorously
protected to ensure that this cannot influence Openreach’s own fibre roll-out plans. So far,
we are satisfied with the ring-fencing of Passive Infrastructure Access (PIA) data and we
continue to encourage Openreach to be as open as it can be with CPs about how their
information is protected. On fibre pricing, we have kept the internal governance around
Openreach’s fibre pricing proposals under close scrutiny during the year and we are satisfied
with Openreach’s interactions with its parent company and with external CPs.
Four breaches were reported to the OBARCC this year which is a reduction compared to last
year. One of these breaches related to a complaint from an Altnet which led to Openreach
implementing a number of remedial actions as part of a wider review of its bid management
processes.
Over the coming year we will continue to focus on the key risk areas to Commitments
compliance. In particular, we will closely monitor the impact of BT’s new training
programmes for senior leaders to gauge whether they lead to the appropriate behaviours
being demonstrated in practice, and that Openreach continues to have sufficient
independence from BT to set its own strategy and make its own commercial decisions.
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Edward Astle
OBARCC Chair
8 July 2021
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2 OBARCC in brief
The Openreach Board Audit, Risk and Compliance Committee (OBARCC) was established in
March 2017 as part of the Commitments offered to Ofcom. We are a committee of the
Openreach Limited Board, with terms of reference setting out our role, monitoring and
reporting remit and how our members are appointed.
The OBARCC has the role of:


ensuring corporate governance is working effectively in Openreach, with a remit across
all audit, risk and compliance activities; and



reviewing compliance by Openreach with the Commitments and Governance Protocol.

Meetings
During 2020/21 the OBARCC held six formal meetings. Minutes of our formal meetings have
been provided to the Openreach Board and those parts of the minutes relevant to the
Commitments and Governance Protocol have been shared with Ofcom.
We set out the work the OBARCC has done in more detail in the ‘Review of the Year’ section,
starting on page 9.

OBARCC engagement with CPs
In previous years we have received presentations from TalkTalk Group, Virtual1, Sky,
Gamma, BT Consumer and 9 Group. As a result of the COVID-19 restrictions and the
maturity of the Commitments, we have now reduced the frequency of these presentations
although we continue to welcome approaches from CPs who would like to meet with us.
This year, we heard views from Vodafone on its experience with Openreach, customer
service, commercial relations and the changes they had seen since the Commitments were
introduced. In July 2020 we attended a meeting of the OTA Executive where we shared a
summary of our 2020 annual report and we are planning to do the same again this year. We
welcomed Ofcom to our October 2020 meeting and noted their views that the Ofcom OMU
continued to have helpful engagement with Openreach.
During the year the OBARCC noted that a more constructive relationship between BT
Consumer and Openreach had been developed. We also observed that it remains important
to monitor that BT Group exercises its parent company oversight role appropriately. The
OBARCC also noted that Ofcom expected CPs would continue to follow closely Openreach’s
progress with the Physical Infrastructure Access (PIA) product and Openreach’s Fibre to the
Premises (FTTP) footprint selection decisions. We consider that appropriate levels of
transparency for stakeholders around the processes and controls that Openreach operates
in these areas will give greater confidence that Openreach can be trusted to manage their
information appropriately.
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Board members
The Commitments require that the OBARCC consists of the three Openreach Independent
Non-Executive Directors and the independent Openreach Chairman.

Edward Astle

Mike McTighe

Liz Benison

Andrew Barron

Edward Astle, OBARCC Chair, Independent Non-Executive
Edward joined the Openreach Board in January 2017, having been an independent member
of BT’s Equality of Access Board (which previously monitored the Undertakings). Edward is
chair of the University of Manchester and chair of the charity UpReach. His previous nonexecutive roles include Intertek Plc (the FTSE 100 international testing and inspection group)
where he was a member of their risk and audit committee and deputy chair of the Engie UK
advisory board.
Edward was executive director of National Grid plc from 2001 to 2008, where he was
responsible for their telecoms-related businesses. From 1999 to 2001 he was non-executive
chair of three telecoms ventures, and previously served as managing director of BICC
Communications (and a director of BICC Group) and as executive and regional director of
Cable & Wireless plc.
Mike McTighe, Openreach Chairman
Mike was appointed as Openreach’s first chairman in November 2016 and is an experienced
telecoms executive and regulator.
Mike spent eight years on the board of Ofcom, from 2007 to 2015. He has previously been
chairman of several other public and private companies, and is also carrying out the role for
IG Group, Together Financial Services Ltd and Arran Isle Ltd. He’s held various non-executive
roles after spending most of his career at Cable and Wireless, Philips, Motorola and GE.
Liz Benison, Independent member
Liz joined the Openreach Board in March 2017 and is an experienced executive who has
spent most of her career in the technology and business services sectors. Liz has recently
joined the management board at ISS, a leading workplace experience and facility
management company, where she is responsible for the UK and Ireland portfolio.
Her career prior to this has largely been in Outsourcing and Business Services, and
particularly in turnaround environments. She was on the Management Board of Arriva,
responsible for their mainland business. Before that she was at Serco and was part of the
team brought in to restructure the business after it hit some commercial difficulties. Liz
joined Serco in 2014 from Computer Science Corporation (CSC) where she had spent the
previous four years as vice president and general manager of their UK business. Previously
she was chief operating officer of Capgemini’s financial services division, and before that UK
chief operating officer of Xansa plc. She spent the early part of her career as a
manufacturing engineer for Ford and Jaguar.
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Andrew Barron, Independent member
Andrew joined the Openreach Board on 1 June 2020. He currently serves as Deputy Chair of
Tele2, the Swedish telecoms operator, and as a Non-Executive Director of Ocean Outdoor
Ltd and of Verisure.
He has previously served as Chairman of Com Hem, the Swedish cable company, Chairman of
Primacom, a German cable company, and as a Non-Executive Director on the board of Arris,
a global telecoms equipment provider. Andrew started his career at McKinsey and has
enjoyed a long career in telecoms and media with senior roles at Disney, UPC (now Liberty
Global) and Modern Times Group. His most recent operating role was as COO of Virgin
Media up to its sale to Liberty Global in 2013.

The Commitments Monitoring Office (CMO)
The CMO’s remit is to support the OBARCC by analysing and reporting regularly to the
OBARCC on the detailed status of Openreach’s compliance with the Commitments and
Governance Protocol. The CMO carries out investigations into complaints made by CPs and
into possible breaches of the Commitments and Governance Protocol on the OBARCC’s
behalf.
The CMO has its own code of conduct, which sets out the values and behaviours expected of
its members. Most importantly, the code of conduct requires their analysis and judgements
to be made on the basis of factual evidence which is independent of the influence of
Openreach, BT, Ofcom and other CPs.
The Openreach Secretariat organises meetings of the Openreach Board, the OBARCC and
other Openreach board committees.
The OBARCC and the CMO sit within an overall compliance monitoring framework which
includes the Ofcom Openreach Monitoring Unit (OMU), the BT Compliance Committee
(BTCC) and Commitments Assurance Office (CAO).
Industry can engage directly with any of these bodies, as shown on the diagram below.
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The OBARCC’s processes
These processes are run on our behalf by the CMO and are described in more detail below.
Assessment of compliance risks
In order to assist with prioritising its monitoring work, the CMO conducts an annual
assessment of the key risks to Openreach’s compliance with the Commitments. The CMO
shares its assessment with the OBARCC and this helps us to form our view on the key priority
areas described in the ‘Outlook for 2021/22’ section of our report, starting on page 27.
Commitments Compliance Dashboard
The Commitments Compliance Dashboard is a high level view of the status of the main
Commitments and Governance Protocol obligations which we use to monitor Openreach’s
ongoing compliance both in letter and spirit. The Commitments Compliance Dashboard is
based on our assessment of the compliance risks, together with metrics such as product Key
Performance Indicators (KPIs), Statements of Requirements (SoRs), complaints and breaches
of the Commitments or Governance Protocol. If our monitoring work identifies concerns
which relate to BT then the OBARCC can flag these concerns directly to the BTCC.
A copy of the Dashboard can be found in the Appendix on page 31.
Investigations and reviews
An important aspect of the OBARCC’s work is the investigation activity carried out by the
CMO which covers the key priority areas identified in the Outlook section of our report. The
CMO also investigates breaches, complaints or requests for information from CPs, industry
bodies or Ofcom. In addition, the CMO conducts proactive reviews into any areas of
Commitments compliance which it has identified through its own monitoring work or at the
OBARCC’s request. This work is detailed in the ‘Review of the Year’ section, starting on page
9.
Reporting
We report regularly to the Openreach Board and provide the Ofcom OMU with a copy of the
minutes of each OBARCC meeting which relate to the Commitments and Governance
Protocol. We also report once or twice per year on non-Commitments matters to the BT
Group plc Board Audit and Risk Committee (BARC).
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3 Review of the Year
The OBARCC has the dual role of ensuring that corporate governance is working effectively in
Openreach and monitoring compliance with the Commitments and Governance Protocol in
Openreach, including Openreach Northern Ireland.
In relation to corporate governance, we seek assurance over key processes via internal and
external audit, ensure that risk management strategies and processes are in place for key
risks and review Openreach’s performance against health, safety and environmental policies.
In relation to the Commitments, which is the focus of this report, we look to determine not
only whether the letter of the Commitments has been complied with, but whether the
governance framework between Openreach and BT is working as intended and whether
what we observe supports the achievement of Digital Communications Review (DCR)
outcomes – all of which is a useful indicator of how well Openreach is complying with the
‘spirit’ of the Commitments.
We use our wider knowledge of Openreach to inform our activities within our specific
Commitments remit, and of course, in addition to that, we also consider Openreach’s
broader approach to regulatory compliance including its proactive Assurance Review
programme and other initiatives such as billing accuracy, date management and tariff and
event pricing.
From our Commitments monitoring activities, we have observed that BT recognises the
critical role that its senior leadership plays in considering potential Openreach implications
and how they engage with Openreach on their proposals, and there are training
programmes underway to this effect. With recent changes to BT Group’s senior leadership
team and structure it is important to re-affirm compliant behaviours across the leadership
team. The OBARCC considers it to be critically important that new, senior people should
receive a full induction on Commitments issues, ideally including meetings with senior
Openreach employees and board members and welcomes the fact that BT is taking steps to
ensure that this happens.
The OBARCC is of the opinion that sustaining the independent strategic decision-making of
Openreach and ensuring changes of personnel in BT do not cause the Commitments culture
to decline, remain the two key risks for ongoing monitoring.
During the year the COVID-19 pandemic has had a significant impact on Openreach’s
operations. However, we have been pleased to note that BT’s cost control and other
mitigating actions did not undermine Openreach’s independence although we will continue
to keep this under review.

Our three categories of compliance monitoring
Our Commitments compliance monitoring work falls into three broad categories:




monitoring Openreach’s compliance with key aspects of the Commitments, based on an
assessment of risk;
investigating Commitments related complaints and concerns from CPs; and
reviewing potential breaches of the Commitments.

In this section we set out the results of our compliance monitoring work in each of these
categories in more detail.
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Monitoring Openreach’s compliance with the Commitments
The OBARCC takes a risk-based approach to monitoring Openreach’s compliance with the
Commitments and during the year we refreshed our view of the key risks. As set out in the
table below, we identified a number of General Principles contained within the
Commitments. For each General Principle we identified a ‘point risk’ which represents our
current view of the compliance risks. Whilst the General Principles will remain the same
each year, the point risks are likely to vary depending on our assessment of the issues
prevailing at the time.
(1) Risk
(2) Potential Risk to Compliance (point risk) (3) Commitments General Principle
(4) 1

Sustaining Openreach’s greater
(5) Greater Openreach Strategic
independence of strategic decision making Independence

(6) 2

Equal treatment

8

Fibre deployment planning and
implementation
Influence over Openreach’s FTTP pricing
decisions
Maintaining Openreach customer
engagement
Erosion of Commitments culture and
behaviours
Information sharing and the disclosure
process
Weakening of separation between BT and
Openreach systems.
Openreach front end processes

9

Openreach movers process

Separate Openreach Employees

10

Exchange Closure Programme

Equal treatment

3
4
5
6
7

Openreach commercial policy
Equal treatment
Culture and Behaviours
Confidentiality
Separate Openreach Systems
Equal treatment

An update on our 2020/21 monitoring work under each of the ten ‘point risks’ is given
below.
Risk 1: Sustaining Openreach’s greater independence of strategic decision making
Notwithstanding BT Group’s significant further long-term investment in fibre deployment
(which indicates strong support for Openreach’s strategy), there is a risk that Openreach's
current level of independence in decision–making may be impacted as BT faces financial
challenges arising from the fibre investment and the ongoing effects of COVID-19.
Overall Opinion
The OBARCC is of the opinion that, despite the financially challenging environment that BT
Group currently operates within, BT has provided sufficient capital investment to date to
permit the Openreach fibre network build to progress in line with Openreach’s agreed
strategy and plan. The funding for the additional five million premises announced by BT on
13 May 2021 is further evidence that BT is making funding available to Openreach when it is
able to so. As the sole investor, BT is required to give some approvals and is provided with
progress updates from Openreach, but it has not been involved in directing specific decisions
within the build programme such as pricing or the footprint selection process. This level of
limited involvement has been evidenced through the scale-build business cases approved at
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the Openreach Board, and through the strategy and financial planning processes, supporting
our opinion that Openreach has continued to have independence of decision making.
Monitoring Activity
During the year the CMO, together with the CAO, has continued to monitor the operation of
the strategy development and financial planning processes and have currently identified no
areas of concern. Both processes have now ‘bedded in’, benefiting from having been
through a couple of cycles, and have operated relatively smoothly. A summary of the
monitoring work for these two processes is given below.
Annual Strategy Development process
We have again reviewed the operation of the annual strategy development process and
found that it operated compliantly, culminating in the approval of Openreach’s Annual Plan
by the Openreach Board in March 2021.
During the process we have again observed that Openreach has had the necessary freedom
to develop and set its strategy independently from BT – being discussed and agreed by the
Openreach Board before submission to BT - whilst BT’s strategic framework has provided
helpful context to the Openreach strategy development team.
Financial planning process
One of the key aims of the Commitments is to allow Openreach greater independence in
setting its own strategy and plans, whilst acknowledging that BT must be able to fulfil its
duties as the parent company. Following on from our assurance work in previous years, we
have closely monitored how the published financial planning process has operated in
practice, in particular the governance around the development of Openreach’s Annual
Operating Plan/Medium Term Plan (AOP/MTP).
We have again found that the process continues to be followed compliantly and that the
process took less time to complete this year. The Openreach Annual Operating Plan (AOP)
and Medium Term Plan (MTP) were agreed by the Openreach Board in March 2021 and the
overall BT Group MTP was approved by BT in April 2021. This is earlier than in previous
years because of a streamlined Annual Investment Review process. This meant overall capex
guidance for each business unit was issued in November 2020, rather than December, with
further capex efficiency improvements requested by BT Group between January and
February 2021. BT and Openreach intend to update the Guidance Note for the Financial
Planning process during the coming year to reflect the above changes.
During the year the Openreach Board has been kept updated by the Openreach Executive on
any in-year changes to the targets agreed in the AOP/MTP. Through our meetings and the
CMO’s observations to date, we have not identified any concerns over the interactions
between BT and Openreach during the financial planning process. The Openreach Board
agreed the financial plans before they were submitted to BT Group.
Updates to Guidance Notes
During 2021, BT is planning to work with Openreach to refresh the Guidance Notes for
several processes, including Financial Planning and Strategy Planning, to reflect the
organisational and operational changes that have occurred since they were first introduced.
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Risk 2: Fibre deployment plans
There is a potential risk that Altnet dissatisfaction with competitive network build by
Openreach may indicate weaknesses in the underlying Openreach processes. There is also
a risk that, when deciding where to build fibre, Openreach does not take all CPs’
preferences into account.
Overall Opinion
Competitive network build will remain a point of tension and, as a result, the OBARCC has
sought multiple assurances across the programmes and increased disclosure. Our opinion is
that there is strong governance in place and we have not seen any evidence of Altnet PIA
information being used to influence Openreach’s fibre build decisions.
With regards to taking CP’s preferences into account, the OBARCC has sought and gained
assurance that there is a fully transparent process being used by Openreach to seek CPs’
priorities for FTTP rollout to ensure that no individual CP receives more favourable
treatment.
Given the importance to CPs, we will continue to keep both of the above areas under close
scrutiny.
Monitoring Activity – ring-fencing CP PIA data
The final phase of the external audit of Openreach’s Fibre First build programme took place
this year, covering Northern Ireland build and Rural & Retro New Sites. The audit, which
reviewed governance and transparency arrangements, found no major items of concern and
a small number of minor improvements, comprising mainly administrative governance
items. The external audit, together with Openreach’s developments to strengthen
governance and publish more planned-build locations, have all helped build confidence in
the fibre footprint selection process. In addition, Openreach is considering expanding its
reporting to include visibility of smaller fibre build programmes such as not-spots and
business parks.
As Openreach and Altnet providers build more fibre there is the potential for interest in
specific build areas to overlap. During the year, Openreach received a small number of
concerns from Atnets seeking greater clarity on Openreach’s decision-making criteria for
building in certain geographical areas. Whilst none of these cases have revealed any noncompliance issues, they have highlighted that Openreach could potentially do more to make
clear why not all details of its plans for fibre deployment are in the public domain.
Monitoring Activity – taking CP preferences into account
We have monitored Openreach’s approach to seeking and considering feedback from CPs on
its fibre rollout plan. We have seen Openreach introduce a process to ensure CP’s inputs are
dealt with fairly and the process includes regular reports on whether requests are being
made. No concerns with this approach have been identified so far.
Monitoring Activity – engagement between Openreach and other BT units
The CMO has maintained a particular focus on the engagement between Openreach and
other BT units, identifying one case for further investigation. The CMO requested that the
CAO look into an email sent by an individual from BT Group Strategy to Openreach “on
behalf of” BT Consumer and BT Enterprise, setting out their list of priority exchanges for
FTTP deployment. The individual, who did not carry out parent company work and had no
access to Openreach CI/CCI, sent the letter as there was ongoing discussion about who
within BT Enterprise/BT Consumer should send the letter and the discussion was not
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reaching a conclusion. The CAO was satisfied with this explanation and did not consider that
there was any inappropriate involvement by BT Group.
Risk 3: FTTP Pricing
There is a continuing risk of undue influence over Openreach FTTP pricing policy arising
from the tension between BT’s role as parent and customer of Openreach.
Overall Opinion
The CMO has monitored details of Openreach FTTP pricing discussions by maintaining a log
of internal discussions, meetings with CPs (including BT CPs) and BT Group discussions. The
log covers five key areas:






ongoing operation and maintenance of the existing Generic Ethernet Access (GEA)
special offer;
FTTP long term pricing strategy;
FTTP short term pricing offers;
CP opportunities to influence Openreach’s fibre footprint; and
Openreach’s overall fibre build strategy.

Within each of these areas the CMO is monitoring key risks such as equal treatment,
governance and information sharing and the potential for inappropriate BT Group influence
of Openreach Commercial Policy. This activity allows the CMO to identify potential issues as
they arise and reinforces the importance of continued vigilance in both Openreach and BT.
The introduction of the commercial-policy decisions Guidance Note has given greater clarity
over when decisions can be made by Openreach without reference to BT and when they
need BT’s approval. Decisions requiring BT’s approval are first approved by the Openreach
Board. To date, of the many decisions taken by Openreach, only a small number have
required BT’s approval, which was given in each case. On this basis the OBARCC is of the
overall opinion that pricing decisions have not been unduly influenced by BT. However there
have been some occasions where the way Openreach and BT engaged has needed to be
investigated, with some learning identified and the OBARCC believes this is an area to be
kept under ongoing close scrutiny.
Specific Engagement Investigations
As described below, whilst no significant areas of concern have been identified to date, three
potential issues relating to BT’s interaction with Openreach on FTTP were investigated.
(1) Concerns were raised regarding an element of BT Group Finance’s approach to
requesting information from Openreach on the GEA special offer that would allow the BT
Executive Committee (ExCo) to understand the potential impact of retail pricing activity
on BT Group as a whole. An Openreach/CAO review confirmed that compliant
behaviours had been demonstrated by BT and Openreach and that Openreach
information had been tightly controlled. Some related learning opportunities have been
identified, in particular how different parts of BT explain to Openreach where
information which they submit to Openreach has come from e.g. public domain, selfsourced/created or previously supplied by Openreach. This should reduce the risk of
“false alarms” that BT Group has inappropriately shared Openreach information with the
downstream BT customer facing units. These learning opportunities are being built into
the communications and assurance plans for 2021/22.
(2) Openreach and BT conducted a review into a proposal for a war gaming session between
BT Group Strategy and Openreach Strategy to understand certain market dynamics.
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Openreach Strategy raised this proposal for compliance review prior to the proposal
going ahead. The proposal was subsequently reframed to ensure Commitments
compliance and no Openreach Commercial Confidential (CI) or Customer Confidential
Information (CCI) was shared. The review concluded that, whilst there was opportunity
to improve the way in which the exercise was originally framed, the intent and
underlying aim was in line with the Commitments. The investigation also showed good
behaviours as Openreach flagged the request to its advisory community for advice. BT
and Openreach have identified some learning opportunities which will be built into the
communications and assurance plans for 2021/22.
(3) Following a concern raised by Openreach, BT Communications Regulatory Compliance
(CRC) conducted a review into suggestions that BT Enterprise may have been encouraged
by BT Group to engage with Openreach over future FTTP deals, enabling an early
indication of BT Enterprise requirements. The CRC investigation found no evidence that
BT Group had used knowledge of Openreach commercial information to give an unfair
advantage to BT Enterprise. BT Enterprise did request details of FTTP deals – but they
followed the correct process for contacting Openreach. The decision to do this had been
made by BT Enterprise internally and was not the result of information being
inappropriately provided to BT Enterprise by BT Group or through undue influence from
BT Group.
Risk 4: Openreach customer engagement
Whilst there is currently good engagement on product development between Openreach
and CPs there is a risk that this relationship may deteriorate.
Overall Opinion
The OBARCC is of the opinion that Openreach has made sufficient progress on customer
engagement since the inception of the Commitments, however there is always further
improvement possible which we will continue to encourage.
Monitoring Activity
The Passive Industry Working Group (PIWG) was revised in September 2020, with the forum
becoming the Passives Infrastructure Access Products and Commercial Group (PIA CPG). The
CMO attends the PIA CPG and has observed that Openreach has engaged strongly with CPs
over industry issues as a result of using PIA, and has responded to CP requirements covering
the future scaling up of the product, trials, systems and operational performance. Existing
KPI measures continue to be improved as the PIA product matures and current KPI measures
indicate that there are currently no equal treatment concerns.
Through its attendance at other industry forums including the Copper/Fibre Product and
Commercial Group and the Ethernet Product and Commercial Group, the CMO continues to
monitor Openreach consultation and general engagement with CPs. No Commitments
related concerns have been identified so far.
The CMO continues to monitor the Openreach Statement of Requirements (SoR) process to
ensure equal treatment of CPs, identifying no concerns. At the end of March 2021 there
were 48 active standard (non-confidential) SoRs. During the year 18 were delivered and 6
rejected. There were also 5 confidential SoRs submitted. Of these, 4 were still active with 1
CP deciding not to progress its SoR. Openreach continues to share a comprehensive SoR
dashboard with industry and the OBARCC believes the SoR process is operating effectively.
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Risk 5: Erosion of Commitments culture and behaviours
There is a risk that, as we move further from the original DCR conclusions and there are
changes in senior BT leadership, Commitments culture and behaviours in BT may become
eroded.
Overall Opinion
The OBARCC remains concerned that erosion of the Commitments culture could take place.
It asked for a number of incidents to be investigated and BT has responded well, both on the
specifics but also more generally with a programme of Commitments refresher initiatives for
senior executives, and enhanced induction processes for new senior joiners. These are all
helping to mitigate the risk of erosion, but the OBARCC believes this risk increases with
passing time and deserves continued close scrutiny by the OBARCC and BTCC.
Specific Issue Investigations and activities in response
During 2020 the OBARCC chair raised a number of potential issues with the BT Compliance
Committee (BTCC), each individually relatively minor and technical but which, when taken
together, could have given rise to a concern as to how fully embedded the Commitments
were in BT. More details on the four issues raised by the OBARCC Chair are given below.
(1) Purchasing and Procurement Delegations of Authority (DoA)
Two potential issues arose from the BT’s urgent responses to the COVID-19 crisis and from
the financial pressures which the BT Group was facing before the pandemic. The first issue
related to BT’s introduction of new procurement and purchasing Delegations of Authority
(DoAs) and the establishment of new Category Boards. Whilst a separate Category Board
had been established for Openreach, certain significant spending decisions would require
agreement from BT Group. The second issue related to BT’s introduction of new controls
over external consultancy spend, including spend by Openreach. These controls were
initially temporary but were subsequently made permanent.
These two issues were reviewed by the CAO, on behalf of the BTCC, and the CAO reported
that the new operating model had subsequently been clarified, including that (unlike for
other BT units) the Openreach CEO holds joint decision making responsibility with BT’s Chief
Procurement Officer and that there are escalation rights if Openreach is dissatisfied with
decisions of the Openreach Category Board. These arrangements were noted by the
Openreach Board. At the working level, revisions to BT’s organisational design protocol,
which encapsulate the above changes, had also been agreed by BT and Openreach. The CAO
monitored the operation of the Openreach Category Board during 2020/21 and found it to
be operating well. There were a small number of Openreach items which, because of their
scale, had required agreement by either the BT Chief Executive or BT Group CFO. All of
these items had been approved and therefore had not affected Openreach’s decision making
or commercial ambitions.
(2) Carbon reduction target
During the year BT had requested Openreach to introduce an environmental target to its
scorecard that would need to be shared with BT Group, as all significant energy savings
would be collaborative opportunities with BT. The Openreach Board fully supported the
intent of this target and agreed that it was preferable to adopt the group-wide target rather
than look for something for Openreach simply to be different. However, as the
Commitments require Openreach incentives to reflect “solely the objectives of the
Openreach Division”, appropriate governance would need to be followed. BT and
Openreach agreed an exemption to the Commitments which came into effect on 29
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November 2020 which allows for the Openreach Scorecard to reflect a BT-wide
environmental objective, weighted at no more than 5% of the Scorecard.
(3) BT Executive Committee (ExCo) People Review
In May 2020 Openreach flagged a concern to the CAO that the materials used for the BT
ExCo seemed to suggest that part of ExCo members’ roles was to consider how each of the
senior leadership team (which includes the Openreach leadership team) had contributed to
the overall BT Group business performance, not just for the individual business unit.
Commitment 8.2 provides that “All incentive remuneration of Openreach Employees shall
reflect solely the objectives of the Openreach Division”. So, the concern raised was as to
whether there were expectations in BT Group about how Openreach senior leadership
members should behave. The BT Group HR Director confirmed to the Openreach CEO that
this was not the case and that this was simply a case of poor drafting. However, specific
training has been provided to the employment lawyers and to people involved in the
clearance of papers. This involved a trial of practical messages on the need to properly
consider BT’s Commitments obligations with regards to Openreach. These messages are
now being taken forward as part of BT’s larger programme to further embed the
Commitments with key people, especially those undertaking parent company activities. The
training proposed for Group HR people is being rolled into the larger BT refresher
programme which is now underway.
(4) New BT finance and accounting system
BT selected SAP as its new finance and accounting system with the aim of modernising
systems, improving controls, providing richer planning and analysis capabilities and driving
the move to a new operating model. The SAP system contains BT and Openreach
information and therefore requires access to Openreach CI and CCI to be properly
controlled. In advance of the system going live the OBARCC sought clarification from BT
that Openreach had been sufficiently consulted during the planning and introduction of the
new SAP system and that appropriate user access controls would be in place. Following a
review by the CAO, the OBARCC was reassured on both these points. However, as discussed
under Risk 7 below, the implementation of the new SAP system has experienced teething
problems which have led to two trivial breaches of the Commitments being reported to the
BTCC.
As a result of the four issues discussed above BT has undertaken specific activities to ensure
the Commitments remain sufficiently front of mind:


Extensive Commitments focussed induction programmes have been undertaken with
the new CEOs of BT Enterprise and Digital, which include meetings with Openreach
executives and Board members, and a focus on their responsibilities as members of
ExCo. Similar engagement will be undertaken with the new BT Chair (when
appointed). Work has also commenced to ensure Commitments related continuity
following the recent departure of BT’s Group Regulatory Affairs Director, with
responsibility for regulatory affairs moving to the BT Group General Counsel.



BT is rolling out a refresher programme for senior leaders (direct reports to ExCo
members and a number of their direct reports) re-emphasising the purpose and
intent of the Commitments and stressing the need to ensure proper and timely
consideration of, and engagement with, Openreach. There will be a particular focus
on recent joiners. The CAO and BT Communications Regulation Compliance (CRC)
have also input to a new BT Group HR induction programme for BT senior leaders,
including suggesting that senior Openreach leaders are on the list of people to meet
in the first month.
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The BTCC chair has asked the CAO to conduct a review, to report to the BTCC’s July
2021 meeting, of whether the lessons from the issues raised by the OBARCC in 2020
have been learnt and acted on by BT people.

BT organisational redesign
On 1 April 2021, the BT Technology unit was replaced with two new units – Digital and
Networks. The two units will work together to deliver a unified technology strategy that is
intended to underpin transformation and growth across BT. The detail of how the
organisational re-design of Digital and Networks will work in practice is still evolving,
however BT Group Regulatory Affairs, CRC and the CAO are engaged and will be tracking this
carefully so as to ensure there is clarity of roles, responsibilities and where decision-making
powers lie. The OBARCC will monitor progress in relation to any potential impacts on the
Commitments compliance.
BT is in the process of considering the best way to conduct a further cultural survey during
the coming year, with the scope and timing yet to be decided. The timing is partly
dependent on the speed of roll out of the BT organisational design changes.
Risk 6: Information sharing (including the disclosure process)
There is a risk that Openreach CI and CCI will be shared with BT people who are not eligible
to receive it.
Overall Opinion
The number of information sharing compliance cases reported during the year remains low
with one serious breach and two trivial breaches being reported so far this year. There have
also been four non-conformances with policy, with one being classed as serious and three
being classed as trivial. The OBARCC is of the opinion that these information-sharing cases
rarely represent a commercial advantage/disadvantage but, for the confidence of all parties,
BT and Openreach should continue to do all reasonable actions to minimise their
occurrence.
Information disclosure process
The Commitments information disclosure process requires the control of Openreach
Commercial Information (CI) and Customer Confidential Information (CCI) so that it is not
inappropriately shared with BT employees. BT has an established compliance marker system
on its internal employee directory to identify the BT employees who are eligible to receive
Openreach CI and/or CCI where there is a legitimate need to do so. BT and Openreach also
have information sharing agreements (ISAs) in place to cover other CI and CCI which
Openreach needs to share with BT on a regular basis.
There are obligations for Openreach people to record when significant Openreach
information is shared with people in BT who have eligibility markers and for BT people to
record when significant information they have received from Openreach is shared further
within BT, and for all these disclosure records to be reported to the OBARCC. The quarterly
reports we receive show that the volume of disclosures has remained broadly similar each
quarter and below the levels seen in the previous year. We also noted that BT and
Openreach continue to remain engaged with the process and make appropriate information
disclosures.
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Enhancements to information sharing protections
At the end of March BT launched the Azure information Protection (AIP) application within
Microsoft Office. AIP allows confidentiality markings to be added to emails and documents,
ensuring that they are only shared with specific groups of people determined by the sender.
AIP Phase 1 allows labels to be added to all emails and documents such as “Openreach
Highly Confidential” or “Openreach Confidential – Recipients Only”. AIP Phase 1 will not
stop Openreach CI/CCI being sent to a BT person (either deliberately or in error). However,
if the sender uses one of the appropriate AIP labels, the email/document would be
encrypted and this would prevent anyone not on the authorised list from reading it.
Whilst AIP is an improvement compared to using passwords sent in a separate email, its
effectiveness is dependent on the sender choosing to use the correct AIP label. AIP is
therefore an enhanced behavioural control which still relies on effective communications
and training being provided to users so that they are clear on when Openreach CI/CCI can
and cannot be shared.
AIP Phase 2 is currently being scoped by BT’s Digital unit and may include a facility which
automatically flags or prevents Openreach emails and documents being shared with people
in BT. The OBARCC will be updated on progress in due course.
Risk 7: Weakening of separation between BT and Openreach systems
There is a risk that the need for Openreach to retain ownership and controls over its
systems and systems strategy may be eroded.
Overall Opinion
The existing system estate has been separated for many years with effective user access
controls, but new systems and changes could potentially erode this if the core principle of
separation between Openreach and BT information is not adhered to. The OBARCC will
continue to monitor this area but believes that there are currently good controls in place
with only rare breaches.
Monitoring Activity
As highlighted under Risk 5 above, the CMO, jointly with the CAO, has kept the introduction
and operation of BT’s new finance and accounting system (based on SAP software) under
review to ensure that it is consistent with the Commitments.
To date, two trivial breach cases relating to the new system have been reported to the BTCC.
The first case related to a BT Consumer user being given incorrect access to Openreach data
on the test version of the system prior to launch. The second arose from the first run of the
User Access Audit Tool (UAAT), in December 2020, two weeks after the SAP system went
live. This identified three users who had been entitled to SAP access when the system was
ready for launch, but who had moved into roles not entitling them to access at the time of
the first UAAT run. The UAAT audits are now being run weekly, and the implementation
now seems to have stabilised following these initial launch related troubles.
The OBARCC noted that BT Group Strategy did not currently have self-service access to the
finance and accounting system, but it was possible that the team may seek such access in
future. We noted that Openreach would want to review the details of any such requests and
agreed that the process for changes to access to Openreach data on the system should be
confirmed. The CMO reviewed the process and was satisfied that the process shows that
changes to SAP access for existing roles (or new roles) require approval from both the
Openreach Finance and the Openreach Business Integrity teams.
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Risk 8: Openreach front end processes
There is a risk that existing processes and procedures for dealing with CP/Altnet requests
are not sufficiently robust or reliable, leading to potential claims of non-equal treatment.
Overall Opinion
The OBARCC is of the opinion that robust front end processes are crucial for equal treatment
and need to be in place for all products. It has seen encouraging work to remedy
improvement areas recently identified.
Monitoring Activity
Following an OBARCC investigation into an Altnet complaint (described on page 22),
Openreach implemented a number of remedial actions to ensure that bid requests from
external CPs and Altnets are dealt with on an equal treatment basis. These remedial actions
included clarifying Openreach account management arrangements, automation of the front
end process and updates to product documentation on the Openreach CP portal.
Risk 9: Openreach movers process
There is a risk of potential breaches arising from incidents where movers from Openreach
to BT continue to receive emails containing Commercial Information/Customer
Confidential Information (CI/CCI).
Overall Opinion
The OBARCC understands that people moves between Openreach and BT are sensitive and
require effective handling and, although issues are now relatively rare, this will continue to
be monitored.
Monitoring Activity
As reported in the Breaches section starting on page 24, during the year there was one trivial
breach case involving information being incorrectly shared with a previous Openreach
employee. There was also one trivial non-conformance to policy relating to incorrect
internal directory details being shown for a short time for a BT person whose move to
Openreach had been delayed due to COVID-19.
Although these types of incident remain infrequent, the CMO will continue to keep this area
under review.
Risk 10: Exchange Closure Programme
There is a risk that all CPs are not taken sufficiently into account during the exchange
closure programme and move away from Wholesale Line Rental (WLR).
Overall Opinion
Exchange Closure will require Openreach, BT and all our customers to communicate, plan
and operate together. The project remains in its early stages and it has been encouraging to
see good consultation. However, this is a complex task and will require continued ongoing
engagement between all parties.
Monitoring Activity
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The Openreach “Exchange Footprint” consultation ran from 3 December 2020 to 26 February
2021. Openreach received 14 responses in total, including all major CPs, plus the Federation
of Communication Services (FCS) and the UK Competitive Telecommunications Association
(UKCTA).
The early engagement by Openreach has been received positively by industry and CPs are
supportive of the principle that the exchange estate should be rationalised in the 2030-40
timeframe. A number of issues/concerns were raised by CPs during the consultation and
these will be used to help guide the programme as it moves forward.
OTHER COMPLIANCE MONITORING ACTIVITIES
In addition to the work carried out proactively for each of the top ten risks described above,
there remain additional activities to address specific items that may arise during the year or
which need continual background monitoring. These include:
Employee remuneration arrangements - yourshare
BT yourshare awards were introduced in 2020 to give all BT Group employees a share in the
Group’s success. In March 2021 BT’s Group Director of Reward, Employee Relations, Safety
and Wellbeing wrote to the Openreach Chair and Openreach Remuneration Committee
Chair asking them to decide on the overall 2021 yourshare award for Openreach employees.
This was earlier than the previous year’s timetable to enable the BT Group Chief Executive to
include details of the yourshare award in communications due to go out on 23 March 2021
about the outcome of the BT-wide team member pay review. The Openreach Chair and
Openreach Remuneration Committee Chair agreed to support the proposal to award
Openreach employees a yourshare award in June 2021. In supporting this, they took into
account the current scorecard forecast for Openreach, including customer perception, FTTP
rollout and service performance. They also acknowledged BT’s wish to recognise the efforts
of all its people during a very challenging twelve month period.
Going forward, as part of formalising the governance process, the responsibilities of the
Openreach Remuneration Committee in respect of the yourshare award have now been
codified in its Terms of Reference.
Openreach Northern Ireland (ONI)
The CMO continues its engagement with management in ONI and with the Telecom
Stakeholder Forum in order to keep abreast of any Commitments related issues in Northern
Ireland. The CMO continues to monitor plans for changes to accommodation in ONI. The
restack and refit of the Riverside Tower building, which will provide Openreach with specific
floors, is now scheduled to complete by 2022 and the CMO will keep progress under review.
Product Key Performance Indicators (KPIs)
Root cause analysis of apparent variations in equivalent performance for provision and
repair KPIs has so far not identified any significant issues. However, the CMO has asked
Openreach to conduct reviews of KPIs for GEA FTTP provision and GEA FTTC repair to
understand how sub-order types affect overall performance.
Openreach branding
For end customers and CPs, the branding of Openreach remains the most visible and
important change in symbolising its greater independence. The Commitments require
Openreach to substantially phase out the use of ‘BT’ and ‘British Telecom’ from its brand
over a three year period.
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Last year we reported that the Openreach rebranding programme had made good progress
with clothing, passcards and buildings all being completed. In July 2020 the CMO validated
that Openreach’s remaining obligation to rebrand its vehicle fleet had been achieved ahead
of the required date of April 2021, with over 99.9% of vehicles having been rebranded.
Commitments Compliance Dashboard
The Commitments Compliance Dashboard, which has been refreshed to align to key
Commitments compliance risks, is shown on page 31. There are currently no Red (Major
Issue) items and three Amber (Some concern) items: GEA product performance KPIs, risk of
erosion of compliant culture and behaviours, and systems separation. All other items are
Green (No current issues). The CMO will keep all these areas under review.
Changes to the Commitments
During the year there have been several changes to the Commitments as described below.
Further details on the changes can be found here under the DCR Documents section.


Issue 4 of the Commitments was published on 26 November 2020 and included a
variation which updated the lists of shared Management Information Systems (MIS) and
Operational Support Systems (OSS) in Annexes B and C, removing systems no longer in
use, and added the new shared accounting and finance MIS (SAP).



An exemption relating to Commitment 8.2 came into effect on 29 November 2020 and
allows for the Openreach Scorecard to reflect a BT-wide environmental objective,
weighted at no more than 5% of the Scorecard.



An exemption relating to the deregulation of interexchange connectivity came into effect
on 15 January 2021. This limited exemption from the equal treatment Commitment will
allow Openreach to continue to provide BT with technical inputs that Openreach is best
placed to provide, without having to provide those inputs to other CPs.



Issue 5 of the Commitments came into effect on 28 May 2021 and involved a
“housekeeping” variation that included: updating the definition of Commercial
Information to include “Network Coverage and Capabilities”, amending the section on
Codes of Practice to include other documents such as Guidance Notes, updating
references to BT incentive plans, adding one system to the list in Annex B, changing
“LoB” to “Customer Facing Unit” (CFU) and updating BT Group committee names.
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Complaints and requests for information
The Governance Protocol gives the OBARCC the duty to review complaints relating to the
compliance of Openreach with the Commitments and Governance Protocol, including those
made by BT and Openreach employees, Openreach customers and Ofcom.
Complaints and requests for information can be raised in a number of ways, from formal
complaints to information clarification requests. The OBARCC provides a choice for CPs if
they wish to raise a concern or ask for information about the Commitments and/or
Governance Protocol. They can do so either by raising a formal complaint or using our
alternative ‘Quick Check’ process, which provides a speedy review of informal complaints or
information clarification requests.
CPs can raise queries or complaints by contacting the CMO by email at the following address:
commitments.monitoring.office@openreach.co.uk.
Complaints received during 2020/21
During 2020/21 the CMO received one formal complaint and had five issues raised which it
classified as ‘informal complaints’.
Formal complaint
In July 2020 the Ofcom OMU referred a complaint to the CMO. The complaint, from an
Altnet, alleged that Openreach had not provided a response to the Altnet’s request for
pricing for one of Openreach’s fibre products. A detailed investigation by the CMO found
that Openreach did not provide a written pricing quotation due to a combination of process
weaknesses, misunderstanding and miscommunication and not as a result of deliberate
intent. At a specially convened meeting in September the OBARCC concluded that there had
been a serious breach of Commitment 5.4 that requires Openreach to provide equal
treatment to all customers where Openreach provides non-SMP products on behalf of BT.
The OBARCC agreed overarching remedial actions with Openreach to address the issues
highlighted by the complaint in order to minimise the potential for a similar issue to arise in
the future. The CMO confirmed that these remedial actions were implemented by
Openreach as part of wider changes to its bid management processes which also addressed
the findings of a separate review, not specifically related to the Commitments.
The CMO has also reviewed and updated its guidelines for CPs wishing to submit a
complaint, which are available here.
Informal complaints
The five informal complaints investigated by the CMO are categorised and described in more
detail below.
For all complaints, the CMO investigates and reports back its findings to the CP or industry
organisation who raised the issue.
Issues/concerns raised

CMO response

The Federation of Communication Services
(FCS) raised a concern to the CMO that FTTP
marketing literature proposed by
Openreach could potentially disadvantage
smaller CPs, who may not be in a position to
provide high order volumes.

Openreach confirmed awareness of the
Commitments requirement for equal
treatment, which had been taken into
account, and that a revised proposal to
industry was being considered and
discussed with industry.
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Issues/concerns raised

CMO response

A CP raised concerns relating to the length
of time it had taken for the SOGEA product
to move from pilot launch.

During discussions with the CP and OTA, the
CMO identified that, whilst not directly
related to the Commitments, there needed
to be more clarity around the definitions of
a pilot/trial and related SLG/compensation
payment arrangements. Following industry
review, Openreach subsequently
implemented these improvements.
A CP raised a query relating to the role of BT The CMO agreed arrangements with
Group in FTTP pricing.
Openreach to monitor details of FTTP
pricing discussions with its stakeholders.
A CP asked the CMO to clarify the situation The CMO confirmed with Openreach that,
around proactive repair process during
prior to COVID-19, Openreach engineers
COVID-19.
would enter the customer premises to
optimise the network. However, during
COVID-19, optimisation would not occur in
premises but Openreach would instead call
the customer and therefore would charge
CPs the same amount for the service.
The FCS raised a query over the kind of
The CMO raised the concern with
customer relationship that the FCS would
Openreach and provided clarification back
receive once the use of
to the FCS.
wholesalers/aggregators becomes less
widespread.

Other non-Commitments work conducted by the CMO
Whilst not Commitments related, the CMO also conducted independent reviews of four
complaints which were investigated by Openreach. These complaints related to concerns
about Openreach potentially deciding to build fibre in the same geographic areas as Altnets.
None of these complaints resulted in any compliance concerns being identified.
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Breaches
The Commitments place obligations on Openreach to identify and report breaches to the
OBARCC. We evaluate potential breaches reported to us by Openreach and CPs, as well as
those identified through our own investigative work.
We have adopted practices to categorise breaches which align with those adopted by the
BTCC. Breaches are categorised by the OBARCC as either trivial or serious:
-

A trivial breach is where a technical non-compliance has been found. In most cases it has
had little or no impact on CPs, such as certain instances of sharing information internally
in BT with individuals who should not have been allowed access.

-

A serious breach is where non-compliance is considered to be more serious in nature
and it may have had a direct impact on CPs, such as where Openreach has used a
different process to provide service to BT and non-BT CPs.

The OBARCC has the option to exercise its discretion not to investigate fully if it considers
any case to be very minor and the expense of a full review would be disproportionate.
Following a breach notification from Openreach, the CMO will follow its internal process:
–
–

–

the CMO reviews each case and reports to the OBARCC;
The OBARCC determines whether it is a breach or not, gives its view on the case and
either endorses Openreach’s view of its significance (serious or trivial), or makes a
finding of its own; and
The OBARCC also considers the appropriateness of Openreach’s proposed remedial
actions.

The CMO will independently investigate potential breaches, where it has identified
something through its own reviews of Openreach’s compliance or where a CP makes a
formal or informal complaint. The CMO will also review matters where Ofcom has flagged a
particular issue, brought to its attention by CPs or industry bodies.
Breaches reported during this year
The OBARCC has agreed that four breaches occurred this year, two of which were serious.
Three of the breaches concerned inappropriate information sharing and one related to equal
treatment of CPs. This compares to six breaches - four trivial and two serious - reported in
2020, of which five related to inappropriate information sharing and 1 related to equal
treatment. All four of this year’s breaches are described in the following tables.
Serious breaches
Type

Description of breach

Remedy

Equal
treatment

Following a complaint from an
Altnet the OBARCC found that, due
to a combination of process
weaknesses, misunderstanding and
miscommunication, Openreach did
not provide a response to an
Altnet’s request for pricing for one
of Openreach’s fibre product (see
page 22).

Remedial actions included changes
to Openreach account
management arrangements,
automation of the front end order
process and updates to
documentation on the Openreach
website.
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Type

Description of breach

Remedy

Sharing of BT
confidential
information
with a non-BT
CP

An Openreach employee
inadvertently shared potentially
sensitive BT data with a non-BT CP
via email.

The Openreach employee was rebriefed on the information sharing
rules, the need to password
protect all email attachments and
double-check the recipients
selected on the ‘To, CC and BCC
lists’.

Trivial breaches
Type

Description of breach

Remedy

Sharing of
Openreach CI

An Openreach employee shared an
email containing CI with an individual
who had recently moved from
Openreach to BT Consumer.

The incorrect recipient
acknowledged the error and
contacted the sender to confirm
the email had been deleted
unread. The sender was rebriefed on the importance of
checking all recipients before
CI/CCI is shared; password
protecting documents; and using
secure methods of sharing
information.

Sharing of
Openreach CI

An Openreach employee
inadvertently shared Openreach CI
with two individuals in the BT Group
Strategy team who did not have the
requisite Regulatory Compliance
Marker (RCM).

On the same day the email was
sent, the issue was identified and
flagged by one of the BT
recipients on the email chain and
subsequently the incorrect
recipients deleted the
attachment without opening it.
The sender was re-briefed on the
importance of checking BT
recipients on an email chain to
ensure they have a requisite RCM
before sharing any CI/CCI.

We are aware of two further potential breaches that are currently under investigation by
Openreach – one relating to access to an Openreach system and one relating to inadvertent
information sharing. We are also aware that BT is currently considering one case where an
employee in BT Enterprise used a non-standard route to contact Openreach to resolve an
address-matching issue (a service Openreach offers to all CPs).
Non-conformances with policy
We also review non-conformances with policy, where there has been no breach of the letter
of the Commitments but where nonetheless there is an area of concern. This would typically
be where policies established to ensure compliance with the Commitments - but which are
not mandated in the Commitments - have not been followed. Non-conformances can also
be categorised as either trivial or serious.
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The OBARCC has agreed that five non-conformances with policy occurred, one of which was
serious and the rest trivial. Four of the cases related to information sharing and, while
investigation confirmed these were not Commitments breaches, Openreach has reviewed
and tightened its processes as a result. The fifth case related to incorrect internal directory
details being shown for a short time for a BT person whose move to Openreach had been
delayed due to COVID-19.
Cases agreed by the BTCC
Over the course of the year, the BTCC has reported to us one serious breach, four trivial
breaches and four non-conformances. Details of these are published in the BTCC’s regular
bulletin and annual review.
Breach trends
The latest year of breaches is in line with longer term trends, with the majority of breaches
being related to information sharing. During the last three years, thirteen out of fifteen of
the Commitments breaches reported to the OBARCC related to inappropriate information
sharing by Openreach, with four of these being categorised as serious and nine being
categorised as trivial. The final two cases related to equal treatment, with one being
categorised as serious and the other being trivial.
Breaches reported to the
OBARCC 2019/2021 - Type

Information sharing breaches
2019/2021 Severity

2
4

9
13

Information sharing
Equal treatment

Trivial

Serious

Whilst these thirteen breaches cases relate to inappropriate information sharing, there were
a number of different root causes as follows:
Information sharing breaches 2019/2021 - Root Causes
failure by sender to check email recipients had the correct regulatory
compliance marker (4)
CP data inadvertently included by sender in a
spreadsheet/presentation before it was sent by Openreach to BT (3)
failure by sender to remove a former Openreach employee from an
email distribution list (2)

2
4
1

failure by sender to check the email address of a recipient, resulting in 1
a BT employee with the same name receiving data intended for a nonBT CP (1)
human error made during a system enhancement resulted in BT data
being incorrectly included in an automated report sent to a non-BT CP
(1)
a delay in the employee transfer process meaning the BT internal
directory had not been updated to show an employee had moved from
Openreach to BT (1) or vice versa (1)

2

3
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4 Outlook for 2021/22
Whilst we recognise that considerable progress has been made in securing greater
independence for Openreach and embedding this in its culture, there is no room for
complacency.
During the coming year we will continue to focus on the key risk areas as set out in section 3
and we will keep the relevance of these risks under review during the year. We will
continue to engage with CPs to hear their views and the CMO will continue to report
regularly and transparently to Ofcom.
Below we set out our current view on our planned monitoring activities under the ten key
point risk areas.
1. Sustaining Openreach’s greater independence of strategic decision making
We will remain focussed on monitoring that appropriate governance arrangements, such as
delegations of authority, are in place and strike the right balance of enabling BT to discharge
its parent company responsibilities, whilst respecting Openreach’s greater independence.
We will also maintain oversight of the operation of the strategy development and financial
planning processes.
2. Fibre deployment planning and implementation
We will continue to monitor how fibre deployment is operating in practice including whether
Openreach is giving all CPs the opportunity to express a preference for where Openreach
should build its fibre network and that Openreach responds even-handedly to CPs’
preferences. We will also continue to monitor Openreach’s fibre footprint selection process
and assess the ongoing effectiveness of Openreach’s ring-fencing of CPs PIA data.
3. Influence over Openreach’s FTTP pricing decisions
We will maintain our tracking of all significant pricing interactions between Openreach and
BT, to ensure that Openreach continues to have sufficient commercial independence, free
from undue influence by BT. We will monitor whether products and/or prices are designed
and launched in compliance with the Commitments and whether CPs’ views continue to be
taken into account. The CMO will continue to work jointly with the CAO to monitor
operation of, and compliance with, governance relating to Openreach commercial decisions,
and the relevant guidance notes.
4. Maintaining Openreach customer engagement
We will continue to monitor the use of Openreach's confidential Customer Consultation
process by CPs, the wider consultation process, Statement of Requirement (SoR) process and
Openreach’s general engagement with CPs. In particular, the CMO will continue to attend
and monitor CP engagement with the PIA Products and Commercial Group.
In addition, the CMO will continue to attend industry forums including the Copper/Fibre
Product and Commercial Group, Ethernet Product and Commercial Group and the Northern
Ireland Telecom Stakeholder Forum.
5. Erosion of Commitments culture and behaviours
Together with the BTCC, we will closely monitor the impact of BT’s new Commitments
induction and refresher programmes for senior leaders to gauge whether they lead to the
appropriate behaviours being demonstrated in day to day interactions.
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6. Information sharing and the disclosure process
In the year ahead, as well as continuing to monitor the information sharing and disclosure
process, we will continue to encourage Openreach to use the lessons learned from breaches
and non-conformances to assess whether further automated controls around sharing of
information could be introduced.
7. Weakening of separation between BT and Openreach systems.
We will keep the operation of BT’s new finance system under review, including any future
functional enhancements, to ensure that they remain consistent with the Commitments.
We will review whether the organisational changes arising from the new Digital and
Networks units have any impact on Openreach’s ability to operate its systems independently
from BT.
8. Openreach front end processes
We will assess whether recent changes to Openreach’s front-end process are ensuring that
equal treatment is being delivered and demonstrated to industry.
9. Openreach movers processes
We will monitor whether the low level of incidents relating to people moves in and out of
Openreach continues remain at a low level in the coming year and whether further controls
may be required.
10. Exchange closure programme
We will review how Openreach takes account of industry feedback from this year’s
consultation and how it continues to involve CPs as the closure programme moves forward.
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5 Glossary
AIP

Azure Information Protection

Altnet

Alternative network provider

AOP/MTP

Annual Operating Plan/Medium Term Plan

BARC

The BT Group plc Board Audit and Risk Committee

BTCC

BT Compliance Committee – the BT Group plc Board Committee responsible for
reviewing BT’s compliance with the Commitments and Governance Protocol.

BT CPs

BT Communications Providers: Enterprise, Consumer and Global Services

CAO

Commitments Assurance Office, the BT team which supports the BTCC

CCI

Customer Confidential Information

CEO

Chief Executive Officer

CI

Commercial Information

CMO

Commitments Monitoring Office, the Openreach team which supports the
OBARCC

CPs

Communications Providers

DCR

Ofcom’s Digital Communications Review

DoAs

Delegations of Authority

ExCo

BT Executive Committee

FCS

Federation of Communication Services, an industry association for (mainly small
and medium sized) CPs delivering voice and data communications solutions to
UK business and public sector customers

FTTC

Fibre to the Cabinet

FTTP

Fibre to the Premises

GEA

Generic Ethernet Access product

KPI

Key Performance Indicator

MIS

Management Information System

Non-BT CPs

CPs external to BT

OBARCC

Openreach Board Audit, Risk and Compliance Committee

OMU

(Ofcom) Openreach Monitoring Unit

ONI

Openreach Northern Ireland

OTA2

Office of the Telecommunications Adjudicator 2

PIA

Physical Infrastructure Access
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SoR

Statement of Requirements, the process by which CPs submit new product and
service requirements to Openreach and BT Enterprise.

UAAT

User Access Audit Tool

UKCTA

UK Competitive Telecommunications Association, a trade association promoting
the interests of fixed-line (mainly larger) CPs in the residential and business
markets

WLR

Wholesale Line Rental, a service in which a CP takes control of the connections
made through a telephone line and is able to bill the customer
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6 Appendix
Commitments Compliance Dashboard
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