OBARCC

Commitments Compliance Report 2020

The Openreach Board Audit, Risk and Compliance Committee (OBARCC) is a committee of
the Openreach Limited Board. This is ‘the Openreach Report’ for the period ended 31 March
2020. Unless otherwise stated, all facts, statistics, events or developments are correct to the
nearest practicable date before 2 July 2020. The Openreach Report is a requirement of the
Commitments notified to Ofcom by British Telecommunications plc pursuant to Section 89C
Communications Act 2003.

This report covers the 2019/20 financial year running from 1 April 2019 to 31 March 2020.
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1 Introduction from the OBARCC Chair

In this third OBARCC annual report, it is worth recalling that Ofcom set clear objectives when
accepting the Commitments from BT that gave Openreach greater independence in its
strategic and operational decision making, underpinned by a majority-independent Board.
These objectives included improved customer service and increased investment in high
quality broadband networks. Outcomes over the last three years demonstrate real progress
against these objectives:

e Openreach achieved all of Ofcom’s 42 quality of service (QoS) standards in 2019/20 for
voice and broadband services, despite the effects of challenging weather conditions in
the second half of the year. Whilst Openreach narrowly missed three out of the five QoS
standards for Ethernet, this was against a background of increased completions and
improved customer satisfaction;

e Openreach’s measure of CP perception across Ethernet and copper/fibre products — the
Net Promoter Score (NPS) — has increased by 46 points over the last two years and end-
customer perception has increased by 11 points over the last three years;

e Openreach’s reported cumulative capital expenditure over the three-year period
between 2017/18 and 2019/20 increased by approximately 40% compared to the
previous three-year period; and

e As at the end of March 2020, Openreach’s Fibre-to-the-Premises (FTTP) network had
passed 2.6 million premises, compared with 345,000 when the Commitments were first
introduced in 2017, with a further 1.9 million planned by March 2021.

The target to pass 20 million premises with FTTP by the mid-to-late 2020s through a £12bn
investment in the UK’s digital infrastructure, announced by BT in May 2020, is the strongest
endorsement yet of the outcomes which the Commitments governance arrangements are
facilitating.

These outcomes are the focus of the Openreach Board. The OBARCC's task is to monitor
compliance with the specific governance requirements of the Commitments, though
importantly we do this as part of our broader remit to oversee audit, risk and compliance
across Openreach. Good progress has continued over the past year in further embedding
and refining the governance arrangements, for example with new guidelines agreed and
implemented on commercial delegation and financial planning. But, as the arrangements
require a balance to be struck between Openreach having greater independence and BT
continuing to exercise parental control, some challenges inevitably continue. Indeed, the
need for rigorous cost control across BT Group resulting from increased fibre investment,
increased competition and the impact of the COVID-19 crisis is increasing these challenges,
and the OBARCC has put enhanced monitoring in place to avoid unintended consequences.

There are inevitable pressures in the relationship between Openreach and all its customers,
including BT, over Openreach’s obligation - which is also a strategic imperative - to treat all
its customers equally and to create innovative commercial deals. However, | am pleased to
note that to date these have not constrained Openreach’s approach to its customers.
Indeed, in the OBARCC's private meetings with CPs we have been very encouraged by the
positive feedback about Openreach’s improved performance and customer relationships,
and by the absence of any significant Commitments-specific concerns.

A key area of focus for the OBARCC is FTTP rollout, which was one of the key objectives of
Ofcom’s Digital Communications Review (DCR). There is the need to ensure that information
about Altnet’s fibre build plans is rigorously ring-fenced, to ensure that this cannot influence
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Openreach’s own roll-out plans. We have audited the governance around the Fibre First
programme and have been reassured by the controls that are in place although more work is
being done to further strengthen system access controls. There is also the need to ensure
that decisions on fibre roll-out are transparent and follow strict criteria. Partly in response
to CP concerns, Openreach has taken steps to improve the transparency of its decision
making in this area and increase visibility of its rollout plans. We will be conducting further
audits of the Fibre First programme in the coming year.

Three years in, there is the potential for complacency as the reasons behind the
Commitments governance arrangements and Openreach’s greater independence become
less front of mind across the BT Group, including in Openreach. We have been pleased that
breaches have continued to be infrequent and generally trivial. We have also been
encouraged by the results of a second review of Commitments culture, commissioned by BT,
which has reported that Openreach is more independent compared to the last review in
2018, whilst acknowledging the benefits of seeking further opportunities to reduce
complexity.

This year, we have added a new section to our report - how compliance is working in
practice - where we discuss how some of the key mechanisms envisaged by the
Commitments and Governance Protocol are working three years after they were introduced.
Our aim is to provide a richer picture of the interactions between Openreach and BT Group
and to ensure that, wherever possible, there is transparency about what Commitments
compliance means.

Over the coming year we will continue to ensure that Openreach’s greater strategic and
operational independence is further embedded and institutionalised. Another key priority
will be receiving and acting upon any conclusions from the independent review of FTTP roll-
out which the OBARCC has commissioned. And, in our capacity as Openreach board
members, as well as in our specific Commitments compliance monitoring role, we will
continue to champion the importance of the Commitments and the many positive outcomes
which they are facilitating.

Finally, on a personal note, | would like to express my sincere thanks to Sir Brendan Barber
for his contribution to the OBARCC’s work over the last three years and to welcome his
replacement, Andrew Barron, who joined us in May 2020.

Edward Astle
OBARCC Chair
2 July 2020

(e .
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2 OBARCC in brief

The Openreach Board Audit, Risk and Compliance Committee (OBARCC) was established in
March 2017 as part of the Commitments offered to Ofcom. We are a committee of the
Openreach Limited Board, with terms of reference setting out our role, monitoring and
reporting remit and how our members are appointed.

The OBARCC has the role of:

e ensuring corporate governance is working effectively in Openreach, with a remit across
all audit, risk and compliance activities; and

e reviewing compliance by Openreach with the Commitments and the Governance
Protocol.

Meetings

During 2019/20 the OBARCC held five formal meetings. Minutes of our formal meetings have
been provided to the Openreach Board and those parts of the minutes relevant to the
Commitments and Governance Protocol have been shared with Ofcom.

We set out the work the OBARCC has done in more detail in the ‘Review of the Year’ section,
starting on page 9.

Board members

The Commitments require that the OBARCC consists of the three Openreach Independent
Non-Executive Directors and the independent Openreach Chairman.

Edward Astle Mike McTighe Sir Brendan Barber Liz Benison

Edward Astle, OBARCC Chair, Independent Non-Executive

Edward joined the Openreach Board in January 2017, having been an independent member
of BT’s Equality of Access Board (which monitored the Undertakings) since 2013. He has
significant telecoms and board governance experience and is also chair of the Board of
Governors of the University of Manchester.

His previous non-executive roles include Intertek Plc (the FTSE 100 international testing and
inspection group), where he was a member of their risk and audit committee. He was
executive director of National Grid plc from 2001 to 2008, responsible for their telecoms-
related and other non-regulated businesses. Prior to this he was non-executive chair of
three telecoms ventures, served as managing director of BICC Communications (and a
director of BICC Group) and as executive director of Cable & Wireless plc, responsible for
their global businesses. He previously held business strategy positions in the UK and France.
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Mike McTighe

Mike was appointed as Openreach’s first chairman in November 2016 and is an experienced
telecoms executive and regulator.

Mike spent eight years on the board of Ofcom, from 2007 to 2015. He has previously been
chairman of several other public and private companies, and is also carrying out the role for
IG Group, Together Financial Services Ltd and Arran Isle Ltd. He’s held various non-executive
roles after spending most of his career at Cable and Wireless, Philips, Motorola and GE.

Sir Brendan Barber, Independent Non-Executive

Brendan joined the Openreach Board in January 2017 and has been chairman of ACAS since
January 2014. He's also deputy chairman of the Banking Standards Board, an independently
led body that promotes standards across the UK banking industry. Alongside that he’s a
member of the board of trustees of Mountview Academy of Theatre Arts.

Brendan spent most of his career as an official of the TUC, which he joined in 1975. He
carried out various roles there including deputy general secretary and general secretary.
He’s also sat on the ACAS Council, the Board of Sport England, the UK Commission on
Employment and Skills, the Court of Directors of the Bank of England and the Board of
Transport for London. Brendan stood down from the Openreach board on 31 May 2020, and
was replaced on the board and the OBARCC by Andrew Barron, who currently serves as
Deputy Chair of Tele2, the Swedish telecoms operator.

Liz Benison

Liz joined the Openreach Board in March 2017 and is an experienced executive who has
spent most of her career in the technology and business services sectors, after training as a
manufacturing engineer. Liz has been involved in a number of business turnarounds, and
specialises in transformation within businesses. Improving customer focus has been a key
feature of Liz’s executive roles to date.

Liz is currently part of the management board at Arriva, where she’s responsible for a
portfolio of business in mainland Europe. Before that she was at Serco, running one of their
UK and Europe divisions. It was her team’s job to restructure the company after it had some
difficulties. Liz joined Serco in 2014 from Computer Science Corporation (CSC) where she’d
spent the previous four years as vice president and general manager of their UK business.
Previously she was chief operating officer of Capgemini’s financial services division, and
before that UK chief operating officer of Xansa plc. She spent the early part of her career as
a manufacturing engineer for Ford and Jaguar.

The Commitments Monitoring Office (CMO)

The CMO'’s remit is to support the OBARCC by analysing and reporting regularly to the
OBARCC on the detailed status of Openreach’s compliance with the Commitments and
Governance Protocol. The CMO carries out investigations into complaints made by CPs and

into possible breaches of the Commitments and Governance Protocol on the OBARCC’s
behalf.

The CMO has its own code of conduct, which sets out the values and behaviours expected of
its members. Most importantly, the code of conduct requires their analysis and judgements
to be made on the basis of factual evidence which is independent of the influence of
Openreach, BT, Ofcom and other CPs.
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The Openreach Secretariat organises meetings of the Openreach Board, the OBARCC and
other Openreach board committees.

The OBARCC and the CMO sit within an overall compliance monitoring framework which
includes the Ofcom Openreach Monitoring Unit (OMU), the BT Compliance Committee
(BTCC) and Commitments Assurance Office (CAO).

Industry can engage directly with any of these bodies, as shown on the diagram below.

Industry
Commitmenkts or Governance Protoos] concerns (from any CF or industry body)

BT Compliance Committee
(BTCC)
Chaired by Isabel Hudson

The OBARCC’s processes
These processes are run on our behalf by the CMO and are described in more detail below.

Assessment of compliance risks

In order to assist with prioritising its monitoring work, the CMO conducts an annual
assessment of the key risks to Openreach’s compliance with the Commitments. The CMO
shares its assessment with the OBARCC and this helps us to form our view on the key priority
areas described in the ‘Outlook for 2020/21’ section of our report, starting on page 31.

Commitments Validation Plan (CVP)

The Commitments Validation Plan (CVP) is a detailed monitoring and validation plan covering
each Commitment and Governance Protocol clause. It sets out how the CMO will gain
assurance that Openreach is satisfying its obligations for each clause. The CVP is updated on
a continuous basis and is shared with the Ofcom OMU monthly.

Commitments Compliance Dashboard

The Commitments Compliance Dashboard is a high level view of the status of the main
Commitments and Governance Protocol obligations which we use to track Openreach’s
ongoing compliance. The Commitments Compliance Dashboard is based on the detailed
work carried out in the CVP, together with metrics such as product Key Performance
Indicators (KPIs), Statements of Requirements (SoRs), complaints and breaches of the
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Commitments or Governance Protocol. The Dashboard is shared with the Ofcom OMU on a
monthly basis. A copy of the Dashboard can be found in the Appendix on page 35.

Investigations and reviews

An important aspect of the OBARCC’s work is the investigations carried out by the CMO
which cover the key priority areas identified in the Outlook section of our report. The CMO
also investigates breaches, complaints or requests for information from CPs, industry bodies
or Ofcom. In addition, the CMO conducts proactive reviews into any areas of Commitments
compliance which it has identified through its own monitoring work or at the OBARCC's
request. This work is detailed in the ‘Review of the Year’ section, starting on page 9.

Reporting

We report regularly to the Openreach Board and provide the Ofcom OMU with a copy of the
minutes of each OBARCC meeting which relate to the Commitments and Governance
Protocol. We also report once or twice per year on non-Commitments matters to the BT
Group plc Board Audit & Risk Committee (BARC).
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3 Review of the Year

During the year we have continued to monitor compliance with the Commitments and
Governance Protocol in Openreach, including Northern Ireland. We look to determine not
only whether the letter of the Commitments has been complied with, but whether the
intended outcomes are being achieved — which is a useful indicator of how well Openreach is
complying with the ‘spirit’ of the Commitments.

We use our wider knowledge of Openreach to inform our activities within our specific
Commitments remit, and of course, in addition to that, we also consider Openreach’s
compliance with other applicable legislation and regulation - including competition issues
and appropriate internal information sharing policies - across all areas of our remit.

An area of particular interest to CPs was the FTTP build programme — Fibre First. Whilst not
a Commitments issue, there is the need to ensure that information about Altnets’ fibre build
plans is rigorously ring-fenced, to ensure that this cannot influence Openreach’s own roll-out
plans. We have audited the governance around the Fibre First programme and have been
reassured by the controls that are in place although more work is being done to further
strengthen system access controls. There is also the need to ensure that decisions on fibre
roll-out are transparent and follow strict criteria and that no CPs are improperly advantaged
or disadvantaged. Partly in response to CP concerns, Openreach has taken steps to improve
the transparency of its decision making in this area and increase visibility of its rollout plans.
We will be conducting further audits of Fibre First programme in the coming year.

Below is a summary of our work during the year covering the areas we consider represent
the greatest risk to Commitments compliance.

Summary

Our Commitments compliance monitoring and assurance work falls into three broad
categories:

e monitoring Openreach’s compliance with key aspects of the Commitments, based on an
assessment of risk;

e investigating Commitments related complaints and concerns from CPs; and

e reviewing potential breaches of the Commitments.

During the year, the CMO and CAO have carried out joint reviews of the operation of the
financial planning process and strategy planning process which are defined in two of BT’s
published Guidance Notes. The processes were found to be working as expected although,
in the case of the new strategy development process, it may need a second annual cycle for
the process to fully bed down.

We have regularly reviewed the controls in place over the wider information sharing
processes and, whilst we note that good progress has been made on reporting of significant
Openreach information disclosures, ongoing monitoring and assurance work will be required
to ensure that all disclosures continue to be recorded appropriately.

We have monitored Openreach’s consultation and engagement with industry for the new
FTTP- for-business product and the use of the Confidential Consultation process and found
no concerns, noting that CPs have raised no issues with us in this area in relation to equal
treatment. We have also monitored Openreach engagement with industry on copper
retirement, the move to full fibre and Duct and Pole Access/Physical Infrastructure Access
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(PIA) gaining assurance of good interaction and a collaborative approach between
Openreach and industry. Our ongoing monitoring of the SoR process confirmed that a
number of BT CP and non-BT CP requirements have been accepted and progressed to
delivery and we continue to track the performance of product KPIs which continue to show
that performance is similar for BT and non-BT CPs.

On our behalf, the CMO has maintained its engagement with CPs and Ofcom in Northern
Ireland and conducted a review of Commitments governance arrangements in Openreach
Northern Ireland which found no current concerns.

We have received positive feedback about the cultural changes seen in Openreach although,
in some cases, CPs reported that good strategic intentions were not always being converted
into tangible action at an operational level and the transition to a fibre based future is of
considerable importance to many CPs. Where applicable, we have highlighted specific
issues to Openreach for resolution, and have requested risks and strategic issues identified
by CPs are reviewed at the Openreach Board.

A follow-up review conducted by external behavioural experts on behalf of BT found that
Openreach is operating more independently than in 2018, with improvement in almost all of
the key assessment measures. Going forward the review highlighted that there should be a
focus on maintaining appropriate compliant behaviours by senior leaders, reducing
complexity and managing the evolving Openreach Supplier/BT Customer relationship.

The OBARCC has agreed that six breaches occurred this year, two of which were serious.
Five of the breaches concerned inappropriate information sharing and one related to equal
treatment of CPs. Examination of the information sharing breaches has revealed that there
were a number of different root causes, including emails being mistakenly sent to former
Openreach employees. We therefore welcomed the introduction of Openreach’s new
mailbox solution in August 2019, whereby Openreach employees moving to BT have their
Openreach mailbox deleted and are issued with a new bt.com email address. We have also
encouraged Openreach to consider what other automated controls can be put in place to
minimise the risk of further breaches.

In the last few months of the year the impacts of COVID-19 have had a significant impact on
Openreach’s operations. However, we have been pleased to note that Openreach’s focus on
Commitments compliance has been sustained during the pandemic and it has not deemed it
necessary to seek temporary relief from any of its Commitments obligations by declaring an
‘Exceptional Incident’. Nevertheless, we remain vigilant that any cost-control actions taken
by the wider BT Group in response to the pandemic and other financial pressures do not
unduly impact Openreach’s current level of independence over its strategic and operational
decision making.

In the remainder of this section we set out the results of our compliance monitoring and
assurance work in more detail.
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Monitoring compliance with the Commitments
Financial planning process

One of the key aims of the Commitments is to allow Openreach greater independence in
setting its own strategy and plans, whilst acknowledging that BT must be able to fulfil its
obligations as the parent company. Following on from our assurance work last year, we
have closely monitored how the published financial planning process has operated in
practice, in particular the governance around the development of Openreach’s Annual
Operating Plan/Medium Term Plan (AOP/MTP). We have found that the process continues
to be followed compliantly and that the minor improvements identified last year have been
incorporated into the operation of the process. In summary, the financial planning process
is now more effective and able to provide greater assurance that Openreach and BT Group
are following the process as set down in the Guidance Note and are operating in line with
the Commitments.

Annual Strategy Development process

Openreach’s annual strategic development process was published in March 2019 and
operated for the first time in 2019/20. We reviewed the operation of the process and found
that it worked broadly as anticipated.

The Commitments anticipated a ‘BT strategic framework’ which Openreach would take into
account when setting its own strategy. Over the last year, since the appointment of its new
Chief Executive, BT has been working to redefine its purpose, ambition and values, using
these to develop its strategic framework and began to communicate the new framework
internally in May 2020, after the annual strategic planning cycle had ended. In the
meantime, Openreach has had the necessary freedom to develop and set its strategy
independently from BT, whilst being kept informed of progress on BT’s evolving strategic
framework.

As was previously the case with the financial planning process, we expect that it will take
another full iteration of the strategic development process for it to fully bed down as BT’s
new strategic framework is adopted across the company.

Fibre to the Premises (FTTP) deployment

During the period to the end of March 2020, the CMO investigated two CP concerns about
Openreach’s deployment of FTTP where Openreach had made a decision to deploy fibre in
the same locations as other network providers, with a third concern received
subsequently. The concerns highlighted two distinct issues — the first relates to the
potential for inappropriate sharing of confidential CP Physical Infrastructure Access (PIA)
information between different parts of Openreach and the second relates to Openreach’s
published build plans.

When developing its fibre deployment plans, Openreach must follow objective criteria,
sound governance and not inappropriately use the confidential PIA information given to it
by other fibre network providers. It is therefore important that Openreach can demonstrate
that it has robust internal governance process and controls around footprint selection as
well as effective information sharing controls in place.

We have previously reviewed the overall process Openreach uses to decide on areas for

fibre deployment in its Fibre First programme and this review identified some
recommendations for minor improvements to documentation and record keeping. This
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year Openreach Internal Audit undertook a further review of the governance controls
around the selection process for Fibre Cities and identified some opportunities to
strengthen system user access controls as a preventive measure. In addition, an external
audit of the Fibre Cities programme has recently been commissioned which will report in
the coming year. Further internal audits will also take place during the year covering other
specific sub-programmes within Fibre First, such as Retro New Sites and Rural Sites.

In relation to the transparency of fibre build plans Openreach has, partly in response to CPs
concerns, introduced increased visibility of its plans for commercial build within the Fibre
Cities and Rural sub-programmes and intends to provide increased visibility for Retro New
Sites in the coming months. Openreach has also shared it plans for increased transparency
with Ofcom.

As the pace and scale of expansion of the UK’s fibre footprint by competing network
providers, including Openreach, continues to increase, overlapping networks in certain
areas will result in increased choice for consumers. However, it remains the case that CPs
may continue to have similar concerns to those previously expressed. Recognising how
important it is for CPs to have confidence that Openreach is making decisions appropriately,
the Openreach Remuneration Committee has agreed plans to reinforce that confidence.

Project Seesaw follow-up

Last year the CMO and CAO conducted a joint review of key interactions between Openreach
and BT (Project SeeSaw) to assess the balance between Openreach having greater
independence and BT retaining appropriate parent company oversight. This year, the CMO
completed a review of how the Commitments are operating in the key Openreach areas that
interact with BT corporate functions, previously covered under project SeeSaw. Whilst
generally all areas reported that they were operating in compliance with the Commitments,
both in letter and spirit, some areas highlighted points that need to be kept under review or
where action is already being taken to ensure ongoing compliance.

The Openreach strategic communications and internal communications teams flagged that
due to the number of new people who have moved into the BT Group teams, there had
sometimes been a lack of deep understanding regarding Commitments principles with
respect to increased Openreach independence and BT Group parental responsibilities during
the preparation of some communications materials. Consequently, Pan-BT
Group/Openreach Commitments re-fresher sessions are being run to ensure a fuller and
deeper understanding of all aspects of the Commitments in both of these areas.

In addition, the Openreach product team identified that, while all current engagement with
BT Group is compliant with the Commitments, for some major programmes there are cross
BT and Openreach responsibilities and engagement which need to continue to be managed
and monitored to ensure that all CPs, including BT downstream and external CPs, are indeed
treaty equally.

Information disclosure process

The Commitments information disclosure process requires the control of Openreach
Commercial Information (Cl) and Customer Confidential Information (CCl) so that it is not
inappropriately shared with BT employees. BT has put in place a marker system on its
internal employee directory to identify the BT employees who are eligible to receive
Openreach Cl and/or CCl where there is a legitimate need to do so. In addition, when
significant Openreach information is shared with and within BT, there is an obligation for this
to be recorded and reported to the OBARCC under a disclosure record. BT has also set up
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information sharing agreements (ISAs) to cover other information which Openreach needs to
share with BT on a regular basis.

At each of our quarterly meetings, the OBARCC receives an information Disclosure Report
compiled by BT. This report sets out the significant information which has been logged since
the last report as being shared by Openreach employees with BT outside the information
sharing agreements, and also Openreach information onward-shared by BT employees.

Over the year we have been encouraged to see that a number of improvements have been
made to the report content based on our feedback. A BT Group Internal Audit also proposed
a number of actions to further strengthen the assurance available that all disclosures of
significant Openreach CI/CCl are being recorded.

We have also received regular updates on the Commitments information sharing processes.
We noted that reviews of the higher risk ISAs were completed at the end of March 2020,
plans for proactive email notifications to enhance the information sharing controls were
being reviewed and that the Openreach Business Integrity team had conducted email
reviews in high-risk areas to gain stronger assurance that no information was being
inappropriately shared and the OBARCC was satisfied with the assurance provided.

Openreach Northern Ireland

Since October 2018, BT’s Northern Ireland operations have been hosted by Openreach,
under the name of Openreach Northern Ireland (ONI), with the OBARCC having
responsibility for monitoring its compliance with the Commitments.

ONI remains a virtually separate organisation which provides an end to end service using
Openreach, BT Enterprise and BT Technology products and services to install, support and
maintain the entire Northern Ireland electronic communications network, working on behalf
of a number of retail CPs. This brings its own unique compliance challenges and during the
year we have reviewed Commitments compliance arrangements in ONI. This included
regularly reviewing progress on ONI re-branding required by the Commitments, reviewing
the ONI senior management team’s scorecard and objectives and ONI Commitments training
completions. We have also gained assurance that while the current ONI accommodation set-
up is compliant with the Commitments, further moves and accommodation improvement
plans will include Commitments compliance input and steer from the ONI senior
management team.

In October 2019 ONI published an annual review to its stakeholders which included details of
ONI’s compliance with the Commitments. In future years the publication of this report will
be aligned with the Openreach annual report.

The CMO also maintains regular engagement with Ofcom Northern Ireland and Northern
Ireland CPs, and has investigated two informal complaints relevant to Northern Ireland this
year which are covered in the ‘Complaints and requests for information’ section on page 16.

Product launches and the SoR process

The CMO reviews the launch of new products and special offers for compliance with the
Commitments. This year, it has confirmed that the Dark Fibre Exchange product was
launched in compliance with the Commitments and monitored the associated collaboration
between industry and Openreach both pre and post launch to ensure the product met with
industry requirements. We will continue to review whether new products are designed and
launched in compliance with the Commitments, such as the planned Single Order Transition
Product (SOTAP) which will be an enabler for the future WLR withdrawal.
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The CMO has continued to monitor the Openreach Statement of Requirements (SoR)
process. During the year 19 SoRs were delivered, with 12 having been requested by non-BT
CPs and 7 by BT CPs. At the end of March 2020 there were 37 SoRs progressing through the
process, with no Commitments concerns identified. The number of SoRs remains high due to
increased industry requirements for the PIA product, where a regular forum reviews and
provides updates to industry on all PIA-related SoRs. Openreach continues to share a
comprehensive SoR dashboard with industry and the SoRs progressing through the process
are all on track for delivery. The OBARCC believes the SoR process is operating effectively.

Physical Infrastructure Access (PIA)

We have closely monitored the operation of the PIA (Duct and Pole Access) product
throughout the year as more and more CPs engage with Openreach and start to place PIA
orders. Early KPI measures indicate that there are currently no equal treatment concerns
and we have gained assurance that Openreach has engaged strongly via the Passive Industry
Working Group (PIWG) to understand and respond to industry requirements.

We will continue with our ongoing monitoring of the wider consultation process and the SoR
process, including any specific CP requests if appropriate. In addition, the CMO will continue
to attend industry forums including the Copper/Fibre Product and Commercial Group,
Ethernet Product and Commercial Group, the Passives Industry Working Group forum and
the Telecom Stakeholder Forum in Northern Ireland.

Openreach Customer Consultation Process

We have monitored Openreach’s consultation and engagement with industry for the FTTP-
for-business product as it progresses in the journey towards launch. The CMO has noted the
comprehensive industry responses to this consultation and how Openreach has assessed
and considered them and responded, noting in particular Openreach’s transparency in this
area and the fact that CPs have raised no concerns with us regarding this or any other
consultations.

The CMO continues to review the second Confidential Consultation CP request raised with
Openreach, which is under a non-disclosure agreement. The CMO has gained assurance that
this has been progressed compliantly, ensuring that CP data is carefully controlled. However,
with agreement between Openreach and the CP concerned, this confidential consultation is
currently on hold due to the COVID-19 pandemic.

The CMO had previously gained assurance that where a CP invoked and progressed the first
confidential consultation stage requirement with Openreach, it was conducted in
compliance with the Commitments. Information shared during the confidential discussions
had been securely managed by Openreach and that, when confidential stage engagement
reached the appropriate point, details were shared transparently by Openreach and the CP
at the appropriate industry forums.

Employee remuneration arrangements

We have conducted an initial high-level review of Openreach’s governance for the new BT
yourshare scheme where it applies to Openreach employees, including those who work in
Openreach Northern Ireland.

In June 2019, the new BT Chief Executive announced that an award of £500 in BT shares
would be made to employees across the BT Group in June 2020. Taking into account the
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requirements of the Commitments, the communication to Openreach employees linked the
share award to Openreach’s successful achievement of performance results for 2019/20.

In May 2020, the BT Chief Executive announced at a pan-BT event that the full £500 award
would be paid to BT and Openreach employees. Later that month the Openreach
Remuneration Committee met to review the Openreach service performance targets and
noted that Openreach had met the targets overall and therefore the payment of the share
award to Openreach employees this year was appropriate. The Remuneration Committee
also noted that, while it understood the rationale for the award and supported it, it expected
to have greater discretion in deciding the award to Openreach employees in 2020/21, that
the award would be more clearly linked to Openreach customer measures and that
Openreach would be involved in determining the award for Openreach employees in future
years.

We intend to revisit this area during the coming year to check whether awards were made
appropriately.

Employee moves

Last year we saw that employee moves from Openreach to BT, and the subsequent failure to
update email distribution lists, had been a source of information sharing breaches. We
therefore welcomed the introduction of Openreach’s new mailbox solution in August 2019,
whereby Openreach employees moving to BT have their Openreach mailbox deleted and are
issued with a new bt.com email address. This automatically removed the root cause of a
number of information sharing breaches, such as employees remaining on old Openreach
distribution lists. Nevertheless, as reported in the breaches section of our report, it will not
prevent all cases of inadvertent information sharing via email and therefore we have
encouraged Openreach and BT to consider what else can be done to minimise such cases in
the future.

Openreach branding

For end customers and CPs, the branding of Openreach remains the most visible and
important change in symbolising its greater independence. The Commitments require
Openreach to substantially phase out the use of ‘BT’ and ‘British Telecom’ from its brand
over a three year period.

The CMO has monitored the Openreach rebranding programme, which includes van livery,
uniforms, buildings, web assets and social media and good progress has been made. In the
UK mainland, 98.2% of Openreach vehicles were rebranded at the end of March 2020 and
100% of contractor vehicles. Openreach forecasts that over 99% of vehicles will have been
rebranded by the end of June 2020. All Openreach clothing and passcards are up to date
with the new brand and 100% of buildings have been rebranded (42 buildings in total). In
Openreach Northern Ireland, all staff now have Openreach branded workwear and
Openreach passcards and all vehicles in use by Openreach Northern Ireland have been
rebranded.

We will be continuing to track further progress of the changes during the coming year.
System separation

A BT Group internal audit of systems separation highlighted recommendations to improve
the completeness and accuracy of Openreach’s recording and classification of systems.
These recommendations have now been implemented, however the issues identified by the
audit are currently the subject of a potential breach investigation.
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Separately, BT has plans to introduce a new company-wide finance system, containing both
BT and Openreach financial information. We intend to keep the implementation of this new
system under review to ensure that the level of data separation is consistent with the
Commitments obligations.

Culture and Behaviours

This year the OBARCC has conducted six-monthly reviews of a dashboard of Commitments
compliance behavioural measures. This has covered training, communications, branding,
culture, information sharing and information disclosures, assurance activities, Commitments
breaches, internal compliance flags and external perceptions. These measures are generally
positive and so we have decided to change our behavioural monitoring to allow us to give
greater focus to any issues which arise. Openreach will continue to monitor the behavioural
dashboard measures and highlight any areas of concern to us in our quarterly meetings, with
compliance behaviours on our agenda for discussion at least once a year.

Last year we reported on a comprehensive survey across the BT Group by external culture
experts which measured progress instilling a Commitments-compliant culture. BT
commissioned the consultants to undertake further behavioural work early in 2020, covering
people in Openreach and certain BT Group functions, and they presented their findings to us
in April. We discuss their findings in the ‘How is compliance working in practice’ section of
our report on page 29.

OBARCC engagement with CPs

Last year we received presentations from TalkTalk Group, Virtuall and Sky, and three further
CPs have presented to us so far this year: Gamma, BT Consumer and 9 Group. We have also
invited Ofcom and Vodafone to present to us later in 2020. None of the CPs who attended
our meetings this year have raised any significant Commitments concerns and we have
heard positive views about the cultural changes they have seen in Openreach although, in
some cases, good strategic intentions were not always being converted into tangible action
at an operational level and there was still room for further service improvements. A
recurring theme was the transition to a fibre based future, in particular the importance of
maintaining service levels for existing copper-based products and for smaller CPs to have the
opportunity to maintain their current direct relationship with Openreach, even if they would
in future be consuming products via a wholesaler. With the agreement of the presenters,
we have highlighted specific issues to Openreach for resolution, and have requested risks
and strategic issues identified by CPs are reviewed at the Openreach Board.

Commitments compliance dashboard

Overall the Commitments and Governance Protocol dashboard, shown on page 35, is
currently at green status. However, the COVID-19 pandemic and financial pressures within
BT Group are creating a challenging environment and the OBARCC’s focus is on ensuring that
Openreach’s greater independence is not diminished as a result.

At the time of publication, there are no Red (Major Issue) items on the dashboard and three
Amber (Some concern) items. All other items are Green (No current issues).

Complaints and requests for information

The Governance Protocol gives the OBARCC the duty to review complaints relating to the
compliance of Openreach with the Commitments and the Governance Protocol, including
those made by BT and Openreach employees, Openreach customers and Ofcom.
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Complaints and requests for information can be raised in a number of ways, from formal
complaints to information clarification requests. The OBARCC provides a choice for CPs if
they wish to raise a concern or ask for information about the Commitments and/or
Governance Protocol. They can do so either by raising a formal complaint or using our
alternative ‘Quick Check’ process, which provides a speedy review of informal complaints or

information clarification requests.

CPs can raise queries or complaints by contacting the CMO by email at the following address:
commitments.monitoring.office@openreach.co.uk.

Complaints received during 2019/20

During 2019/20 the CMO received no formal complaints but had six issues raised which it
classified as ‘informal complaints’. The six informal complaints investigated by the CMO are
categorised and described in more detail below.

For all complaints, the CMO investigates and reports back its findings to the CP or industry

organisation who raised the issue.

Issues/concerns raised

CMO response

The Ofcom Openreach Monitoring Unit
(OMU) requested clarification on behalf of
an end-user customer around how
Openreach deals with the loss of a
consumer’s broadband service when it is
caused by a mistake by Openreach. The
query related to whether Openreach still
charges the consumer’s Internet Service
Provider (ISP) and how Openreach ensures
that engineers are held to account and
receive further training if needed in order to
reduce mistakes.

The CMO was able to clarify to the Ofcom
OMU that Openreach has robust processes
in place to deal with services losses caused
by Openreach mistakes and it also has
methods of ensuring its fault rates in the
network and individual engineering
performance on quality are the best they
can be, including audits of individual
engineer’s work and coaching where issues
are found. This information enabled a
response to be provided to the end-user
customer.

Ofcom’s OMU flagged to the CMO that,
following a human error, CP PIA billing
information was distributed in error to five
other CPs. The OMU also emphasised that
industry required any remedial action(s)
proposed by Openreach to be robust and
acceptable to industry.

The CMO reviewed this case and the
proposed remedial actions. Whilst agreeing
with Openreach’s proposal that a second
manual check should be put in place prior to
sending significant information out to CPs
needs to be put in place, the CMO did not
feel that password protecting spreadsheets
containing billing data was robust enough
and therefore recommended the use of
Winzip as a security measure. This provided
industry with the assurance required and it
was agreed that this concern could be
closed.

Ofcom’s OMU flagged to the CMO that a CP
had raised a concern regarding potentially
non-compliant use of PIA data related to
Openreach Fibre to the Premises (FTTP)
build.

While this case was potentially not directly
linked to the Commitments, the CMO
agreed with the OMU that the Openreach
Business Integrity (BI) team would
investigate and compile an evidence-based
report, which the CMO would review to
enable a formal response to the Ofcom
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Issues/concerns raised

CMO response

OMU. The Openreach Bl team investigation
found no evidence of any wrong doing but
identified areas where Openreach
programme governance could be improved
and how communication to industry around
planned build areas could be increased.
Improvement action is now in progress and
a programme of internal and external audits
of the Openreach Fibre First programme is
now underway.

Ofcom Northern Ireland requested
clarification as to whether an article
covering the BT Group UK workplace
improvement programme, published on the
NI Chamber of Commerce and Industry site,
potentially linked Openreach people and
assets to the BT brand.

The CMO confirmed that the article raised
no immediate Commitments concerns as
there was no direct or implied linkage
between Openreach people and assets to
the BT brand. However it is important that
this distinction is maintained. Therefore the
CMO has engaged with the BT CAO and the
ONI compliance team who have confirmed
that they will have input and steer to ensure
that the BT Group UK workplace
improvement programme remains
compliant with the Commitments going
forward.

Ofcom’s OMU flagged to the CMO that a
Northern Ireland CP had raised a concern
regarding potentially non-compliant
Openreach Fibre to the Premises (FTTP)
build.

Whilst the concern was not directly linked
to the Commitments, the CMO agreed with
the OMU that the Openreach Bl team would
investigate and compile an evidence-based
report, which the CMO would review and
respond on formally to the Ofcom OMU.
The Bl team report identified no concerns
and provided evidence that Openreach had
used its capacity planning process in order
to relieve congestion on FTTC street
cabinets in the area and that this had
commenced earlier than the CP’s plans had
been initiated. The CMO then held a call
with the CEO of the CP to explain the overall
investigation findings and Openreach’s
planning timescales, which the CP accepted.

During its industry engagement monitoring
and validation activity the CMO identified a
concern that, during a Copper Fibre Product
and Service Group industry meeting, an
Openreach industry update indicated that a
BT Technology person was to lead an
Openreach proof of concept trial,
potentially impacting Openreach’s
independence from BT.

The CMO was able to establish that, while a
BT Technology subject matter expert with
the appropriate regulatory control markers
would be actively engaged in the trial and
would work exclusively with Openreach, an
Openreach manager would lead the trial. An
update was relayed to the industry meeting
attendees.
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Breaches

The Commitments place obligations on Openreach to identify and report breaches to the
OBARCC. We evaluate potential breaches reported to us by Openreach and CPs, as well as
those identified through our own investigative work.

We have adopted practices to categorise breaches which align with those adopted by the
BTCC. Breaches are categorised by the OBARCC as either trivial or serious:

- Atrivial breach is where a technical non-compliance has been found. In most cases it has
had little or no impact on CPs, such as certain instances of sharing information internally
in BT with individuals who should not have been allowed access.

- Aserious breach is where non-compliance is considered to be more serious in nature
and it may have had a direct impact on CPs, such as where Openreach has used a
different process to provide service to BT and non-BT CPs.

The OBARCC has the option to exercise its discretion not to investigate fully if it considers
any case to be very minor and the expense of a full review would be disproportionate.

Following a breach notification from Openreach, the CMO will follow its internal process:

- the CMO reviews each case and reports to the OBARCC;

- The OBARCC determines whether it is a breach or not, gives its view on the case and
either endorses Openreach’s view of its significance (serious or trivial), or makes a
finding of its own; and

- The OBARCC also considers the appropriateness of Openreach’s proposed remedial
actions.

The CMO will independently investigate potential breaches, where it has identified
something through its own reviews of Openreach’s compliance or where a CP makes a
formal or informal complaint. The CMO will also review matters where Ofcom has flagged a
particular issue, brought to its attention by CPs or industry bodies.

Breaches reported during this year

The OBARCC has agreed that six breaches occurred this year, two of which were serious.
Five of the breaches concerned inappropriate information sharing and one related to equal
treatment of CPs. This compares to four trivial breaches and one serious breach reported in
2019, all of which concerned information sharing. All six of this year’s breaches are
described in the following tables.

Serious breaches

Type Description of breach Remedy

Sharing of BT | Human error during a system The incorrect recipient

confidential enhancement resulted in a significant deleted the inappropriate

information amount of BT confidential information content and the system

with a non-BT | relating to line quality being incorrectly error was rectified. A wider

cp included in an automated report sent to a | review of how system
non-BT CP. configuration changes are

made led to the process

Page 19 of 35



Type Description of breach Remedy
Openreach had considered this case to be | being further automated in
a trivial breach, however the OBARCC order to remove the
decided that it constituted a serious potential for human error to
breach due to the volume of data occur in the future.
involved.
Sharing of Openreach Cl relating to fibre coverage, The information was deleted
Openreach which was contained in hidden tabs and not onward shared by
Cl within a spreadsheet, was inadvertently the recipients. Further
shared in an email to BT. communications and
training was delivered to
high risk information sharing
groups.

Trivial breaches

Type

Description of breach

Remedy

Sharing of
Openreach CI

Openreach Cl was shared in an email to a
former Openreach employee who had
recently moved to BT Group but whose
details had not been updated on the BT
Directory.

The employee transfer
process was completed and
Directory details were
updated. In the interim
period the mover issued a
reminder to all previous
Openreach contacts that
they should not be sent
Openreach information. In
addition, the mover process
has been recommunicated
and the policy for senior and
sensitive movers has been
updated.

Sharing of
Openreach CI

Openreach Cl was shared in an email to a
BT Group employee who was not entitled
to seeit.

The recipient in BT Group
delete the email without
reading it. The sender was
reminded of the importance
of checking that all email
recipients have the correct
authorisations before
sending Openreach
information. A further pan-
Openreach briefing was also
issued.

Equal
treatment

In relation to billing for a particular
product, Openreach treated two external
CPs differently from a third external CP,
whilst it is arguable that the three of them
were in the same position.

Guidelines were updated to
ensure that the requirement
to treat CPs equally is better
understood in the relevant
process governance.
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Type Description of breach Remedy

Sharing of Openreach CCl was inadvertently shared | Additional guidance has

Openreach CCl | in a slidepack at an industry working been issued, covering
group meeting, which included attendees | several checks that should
from BT Consumer. take place prior to sharing

collateral with industry and
which goes above and
beyond the current two
stage process.

We are aware of one further potential information sharing breach that is currently under
investigation by Openreach. We are also aware that BT is currently assessing a case relating
to the separation of some Openreach systems which was identified during a BT Group
internal audit.

Non-conformances with policy

We also review non-conformances with policy, where there has been no breach of the letter
of the Commitments but where nonetheless there is an area of concern. This would typically
be where policies established to ensure compliance with the Commitments - but which are
not mandated in the Commitments - have not been followed. Non-conformances can also
be categorised as either trivial or serious.

The OBARCC has agreed that eight non-conformances with policy occurred, all of which were
trivial. All of the cases concerned potentially inappropriate information sharing and - while
investigation confirmed these were not Commitments breaches - Openreach has reviewed
and tightened its processes as a result.

Cases agreed by the BTCC

Over the course of the year, the BTCC has reported to us five trivial breaches and twelve
non-conformances. Details of these are published in the BTCC’s regular bulletin and annual
review.

Breach trends

During the last two years, ten out of eleven of the Commitments breaches reported to the
OBARCC related to inappropriate information sharing by Openreach, with three of these
being categorised as serious and seven being categorised as trivial. The final case related to
equal treatment and was categorised as being a trivial breach.

Breaches reported to the Information sharing breaches
OBARCC 2019/2020 - Type 2019/2020 - Severity

\

® Information sharing

m Equal treatment m Trivial = Serious
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Five of these information sharing breaches related to sharing of Openreach Customer
Confidential Information (CCl) with other parts of BT; four related to sharing of Openreach
Commercial information (Cl) with other parts of BT and the final case related to sharing of BT
downstream information with a non-BT CP.

Information sharing breaches
2019/2020 - Type

‘ m Openreach CCI

m Openreach CI

m BT data shared
with non-BT CP

Whilst these ten breaches cases relate to inappropriate information sharing, there were a
number of different root causes as follows:

Information sharing breaches 2019/2020 - Root Causes

m failure by sender to check email recipients had the
correct regulatory compliance marker which would
have given them permission to receive Openreach
information (3)

m CP data inadvertently included by sender in a
spreadsheet/presentation before it was sent by
Openreach to BT (3)

' m failure by sender to remove a former Openreach

employee from an email distribution list (1)

m failure by sender to check the email address of a
recipient, resulting in a BT employee with the same
name receiving data intended for a non-BT CP (1)

® human error made during a system enhancement
resulted in BT data being incorrectly included in an
automated report sent to a non-BT CP (1)

® a delay in the employee transfer process meaning the
BT internal directory had not been updated to show an
employee had moved from Openreach to BT (1)
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Given these different root causes, we have encouraged Openreach to consider what other
mitigating strategies can be put in place to prevent inadvertent information sharing,
including further automated system controls where appropriate.

We have also looked back at general breach themes from 2007 onwards, in order to assess
whether there might be other types of breaches which are not being detected or reported.
Whilst recognising that there are differences between the requirements of the Undertakings
and the Commitments, our review gave us some degree of confidence that the low level of
non-information-sharing breaches is not unusual, having been a persistent theme for
several years.
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4 How compliance is working in practice

In this section we discuss how some of the key mechanisms envisaged by the Commitments
and Governance Protocol are working three years after they were introduced. Our aimis to
provide a richer picture of the interactions between Openreach and BT Group and to ensure
that, wherever possible, there is transparency about what compliance means in practice.

The Commitments have been designed to secure greater strategic and operational
independence for Openreach from BT Group by treating Openreach differently, where
appropriate, and enabling Openreach to treat all of its customers equally. At the same time,
the Commitments recognise that, as BT remains one economic enterprise with one set of
shareholders, BT must continue to have appropriate parent company control and oversight.

Therefore the Commitments include a number of key structures and processes that support
increased independence for Openreach within the BT Group, including:

e the creation of Openreach Limited in 2018 as a separate 100% owned subsidiary of BT
and the TUPE transfer of more than 31,000 employees;

e Openreach has its own board of directors, non-executive directors and executive
leadership team who are responsible for setting Openreach’s strategy and for overseeing
the performance of the Openreach customer facing unit;

e Openreach has its own strategy development process that integrates with the
framework of the BT Group Strategy Development process and provides Openreach with
greater independence than other BT business units during the strategy development
phase; and

e The overall BT Group financial planning process provides Openreach with more
independence than other business units during the development stage of the AOP/MTP.
Whilst BT Group makes the final resource allocations across all business units, Openreach
can escalate any disagreement with the outcome to the BT Chief Executive and the BT
Group plc Board.

In the remainder of this section we examine some of the important processes and
interactions that underpin the relationship between Openreach and BT Group. We also
consider how Openreach’s culture and behaviours have developed since the Commitments
were first introduced.

Greater Strategic and Operational Independence
Openreach Strategy Development

This year has been unusual in that the new Strategy Development process, which covers
how the annual refresh of the existing strategy should be carried out, has been bedding in,
at the same time as BT Group has undertaken a one-off and more significant process to
wholly revisit BT’s long term vision and strategy following the appointment of its new Chief
Executive. These two strategy processes have run in parallel.

From an Openreach perspective, the position is relatively simple in that the long term
strategy is already clear - transforming the business with a primary focus on building and
migrating its customers to a large scale fibre network across the UK — and so the annual
refresh and the long term vision are consistent, albeit with further clarity expected on the
level and timing of the ambition.
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The Strategy Development process Guidance Note describes how Openreach is allowed
sufficient independence to develop its own strategy whilst ensuring this fits within a wider
BT strategic framework. The annual cycle starts with the Openreach Executive refreshing
the external drivers and context, and the key inputs to the strategy in readiness for the
Openreach Board Strategy day which took place in October 2019. The output from that
session was then refined by the executives and re-presented to the Openreach Board in
February 2020 for review, including a set of key objectives and key priorities. Subsequently
these were worked into the final Openreach MTP, together with the aligned financial plan,
which was submitted to BT Group in April 2020 for approval.

There are a number of touchpoints between Openreach and BT Group envisaged by the
Strategy Development process during the year, to provide status updates to Group along the
way and these all happened as planned. The final presentation to the BT Group plc Board of
the Openreach strategy, approved by the Openreach Board in advance, took place in early
May 2020.

We have not been concerned by the levels of interaction between BT and Openreach
regarding Openreach’s strategy. In fact, Openreach has told us that they would have
preferred slightly more interaction with the BT Group Strategy team in order to understand
how Openreach’s ambitions fit into BT’s wider longer term strategic plans. Part of the
reason why there has not being more interaction with BT Group is because BT has been in
the process of redefining its long term vision and strategy, as instigated by its Chief
Executive, Philip Jansen during his first year in office. This vision, including BT’s overall
strategic framework, has been developed over the course of the year and began to be
communicated internally in BT during May 2020.

Openreach Financial planning process

The Financial Planning process Guidance Note describes how Openreach is allowed sufficient
independence to create its own financial plan and the various touchpoints with BT Group.

The Openreach Annual Operating Plan (AOP) and Medium Term Plan (MTP) were agreed by
the Openreach Board in April 2019 and approved by BT in May 2019. The AOP/MTP was
then formally reviewed and updated during the “February Forecast”, which commenced in
November 2019 and ultimately led to the revised strategy and financial plan being signed off
by the Openreach Board in April 2020. A key step in this process was the Annual Investment
Review (AIR) which is the process by which BT determines the overall capex envelope for the
Group for the remainder of the current year and subsequent years of the MTP, and the
capex allocations to all the business units. Each business unit, including Openreach,
submitted estimates of their capex requirements to BT Group in November and, following
review by the BT Investment Board, overall capex guidance for each business unit was issued
in December 2019 with further capex efficiency improvements requested by BT Group
between February and April 2020.

During the year the Openreach Board has been kept updated by the Openreach Executive on
any in-year changes to the targets agreed in the AOP/MTP, and was asked to approve
several overlay business cases — all relating to additional investment in fibre build. One of
these cases related to Openreach’s ambitions to build fibre at scale by the mid to late 2020’s
which was announced in May 2020. Given the nature and size of this case, it has followed a
separate approvals path to the normal financial planning process. The Openreach Board was
regularly updated on the development of the fibre scale business case before approving it
and there has been a high level of engagement between the Openreach Chairman and CEO
and the BT Chairman and Chief Executive.
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Openreach, as well as other business units, also provides regular financial updates to BT
Group which show, by exception, forecast differences to its agreed AOP/MTP. These
updates allow BT Group to assess the trajectory for all its business units against BT Group’s
overall plans although they do not allow for a revision of the AOP/MTP targets. Whilst the
Commitments allow for intervention rights at a senior level where a business unit is
significantly off-target, this has not been required for Openreach during the year.

Through our meetings and observations to date, we have not identified any concerns over
the interactions between BT and Openreach during the financial planning process.

GEA special offer governance

Openreach’s GEA special offer was an innovative construct and as such has required detailed
governance and monitoring, and updated governance processes were shared with the
OBARCC in July 2019. The governance process requires Openreach Board approval for any
changes to a number of aspects of the offer and notes that the approval of stakeholders in
BT Group may also be required. The OBARCC has a specific role to decide whether any
changes to the risk profile of the existing offer should be shared with the BT Board Audit &
Risk Committee (BARC).

To date, the OBARCC has not shared any information on the offer with BARC, however there
have been two occasions over the course of this year when the Openreach Board has been
involved in the governance of the offer.

In line with the governance agreed in July 2019, one of these occasions involved the
Openreach Board’s approval being sought for a change to the extent which CPs can transfer
circuits to relevant network providers other than Openreach without risking their Openreach
volume discount. In March 2020 the Openreach Board approved the change, subject to the
authorisation of the BT Chief Executive and CFO. This authorisation was given and the
change was notified to CPs in April 2020.

The other occasion led to a review of the governance processes in place. In January 2020,
the Openreach Commercial Products and Policy Board (OCPPB) had recommended altering
aspects for the third contracting period only. The MD, Customer, Commercial and
Propositions considered that, under the tests set out in the Commercial Processes Guidance
Note, they had delegated authority to authorise these alterations. However, given the
sensitivity of the special offer and the subjective nature of some of the tests in the Guidance
Note, they notified the Openreach Board of their proposed action and, in response to Board
feedback, altered aspects of the changes they were proposing to make. The Openreach
Board has asked to be involved in six-monthly reviews of the governance of the special offer.

Regulatory Strategy and Policy

For a regulated business, having its own team that can develop the Openreach regulatory
strategy is an important pillar in the structure of increased independence. Openreach has its
own regulatory team within its business and is able to carry out most of the analytical and
policy work needed, unlike the other customer facing units in BT. The regulatory economic
analysis function is the only area where Openreach relies on its parent to supply this highly
specialised service.

During the year, Openreach worked on creating its own response to Ofcom’s Wholesale
Fixed Telecoms Market Review which was separate from BT’s own response. However in
other matters, such as the Universal Service Obligation, the response is led by BT with input
from Openreach because the obligation is on BT not Openreach. This requires a careful
balance of independence and cooperation between the Openreach and BT regulatory teams.
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The Regulatory, Policy and Legal Guidance Note lays out the principles expected and in
practice the relationship has functioned smoothly over the last year.

Governance structures
Guidance Notes

In February 2020, BT published two further Guidance Notes followed by briefings to industry
during March. The first of these new detailed Guidance Notes covers Regulatory, Policy and
Legal processes and the second covers Commercial Processes which includes pricing,
products and projects. Commercial Processes are of particular importance as they set out
the Delegations of Authority (DoAs) thresholds above which Openreach has to seek financial
approval from BT Group for significant business cases.

These two new processes officially came into effect on 1 April 2020 although, in order to
help smooth their introduction, they have been followed in practice prior to this date.

The Guidance Note covering Regulatory, Policy and Legal processes has effectively replaced
existing internal guidance that has been in place between BT and Openreach for some time
and has generally been working well.

The Guidance Note for Commercial Processes updates and clarifies previous internal
guidance and this new guidance has been followed since January 2020. Although it is too
early for the OBARCC to give a definitive view, the early signs are that the framework
provided by the new Guidance Note is already proving useful in guiding Openreach as to
when it needs to seek authority from BT Group for a major decision and when it doesn’t. It is
impossible for the note to legislate for all circumstances and therefore this will be a
continual learning process. We also note that the Openreach Board has requested a review
of the operation of the Commercial Processes Guidance Note in June 2020.

We will be keeping both of these processes under review over the coming year and, in
particular, whether any improvements may be required.

NED appointments

On 1 March 2020, following a suggestion from the Openreach Chairman, BT made a minor
variation to the Governance Protocol to clarify the basis on which the Openreach Chairman
and NEDs will serve when their reappointments take effect. Appointments will be made on
open-ended contracts with notice provisions and annual reviews, subject to a maximum
tenure of nine years in compliance with the UK Corporate Governance Code. Openreach and
BT both confirmed the rationale for reappointments on open-ended contracts was to enable
directors to serve different terms and thereby achieve rolling replacement of Board
members and so avoid the risk of all directors coming up for reappointment at the same
time.

The variation clarified that the BT Group plc Board reviews the composition and
effectiveness of the Openreach Limited Board on an annual basis. This has already been
taking place as the Openreach Chairman discusses Openreach Board performance annually
with the BT Group plc Chairman as part of an annual parent company review and the
variation made this transparent.

The Governance Protocol gives BT the option to delegate to the Openreach Board, in
consultation with the BT Group plc Nominations Committee, the appointment of future
NEDs. We note that, as yet, BT has chosen not to delegate this responsibility to the
Openreach Board although, in practice, the recent NED search was led by the Openreach
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Chair in consultation with the BT Chairman who then subsequently made the
recommendation to the BT Group plc Nominations Committee.

Openreach CEO interactions with BT Chief Executive

The Governance Protocol sets out how the Openreach CEO reports primarily to the
Openreach Chairman and Openreach Board. The Openreach CEO also has secondary
accountability to the BT Chief Executive for the purposes of ensuring BT Group is able to
continue to comply with its legal, fiduciary and regulatory obligations, ensuring best practice
governance and delivery of the AOP/MTP.

Whilst the Openreach CEO is not a member of the BT Group Executive Committee (ExCo) he
regularly attends these meetings where matters relating to Openreach are discussed and
where attendance is deemed appropriate. Attendance is managed in such a way as to
ensure that Openreach information is not shared with BT’s downstream business units.

Outside ExCo meetings, the Openreach CEO has regular meetings with the BT Chief
Executive which cover strategic, financial, regulatory and governance matters. In addition,
and as expected, there has been a high level of interaction regarding Openreach’s plans for
large scale investment in fibre and, more recently, the impacts of COVID-19.

As members of the Openreach Board, the OBARCC members receive a monthly summary of
these interactions and we have not been concerned by them.

Openreach Board Delegation of Authority (DoA)

Decision-making authority is given by the BT Group plc Board to the BT Chief Executive who
in turn delegates it to the Openreach CEO through detailed financial and commercial
delegations of authority. The Openreach Board is given authority within the Commitments
for the setting of the Openreach strategy. The Openreach Board had suggested to BT that
other delegated authorities could go through the Openreach Board but this has not been
taken up. The Openreach Board therefore introduced a framework that any decisions that
exceed the authority of the Openreach CEO should come to the Openreach Board for
approval before going to BT Group. In that way the Openreach Board is able to ensure it is
sighted on the strategic decisions, and there is transparency if BT decides not to progress any
such decisions. Over the past year the Openreach Board has reviewed major procurement
decisions, investment cases such as the fibre-build overlay cases, and the GEA special offer.

Executive Delegations of Authority

Together with investment in the Openreach fibre network, the recent COVID-19 pandemic
has brought BT Group’s existing drive for cost savings into even sharper focus. This has
resulted in new procurement expenditure controls being introduced by BT, which reduce
Openreach’s delegated spend authority (alongside all the divisions of BT), and the
introduction of a number of group-wide procurement review boards. To ensure compliance
with the Commitments, Openreach has its own dedicated procurement board and the
OBARCC is in the process of seeking further clarity on how Openreach retains sufficient
control over its buying decisions, within the overall BT expenditure framework.

In the final quarter of the year it came to our attention that a new DoA framework applicable
across BT Group meant that Openreach had to seek BT approval for external consultancy
spend, when previously it had been able to approve contracts below a threshold value. This
was applied to all parts of BT with no exceptions made for Openreach. This is currently under
review by the BT Compliance Committee.
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In another case, as a result of historical cost-control measures, Openreach spend on most
external event bookings had to receive final financial approval from BT. This process is now
being reviewed to identify improvements that will give Openreach greater financial
authority.

Whilst neither of these two last examples have prevented Openreach from being able to
operate as it has wished, they have introduced some delay and complexity.

Given the issues highlighted above, we intend to keep the operation of the DoA framework,
as it applies to Openreach, under review in the coming year to see if these examples are part
of an ongoing pattern and whether any action needs to be taken to ensure the right balance
of Openreach independence versus parental oversight by BT.

BT finance and accounting system changes

BT is planning to transform and modernise its finance systems which will include changes to
the way in which Openreach financial data is visible to the central BT Group finance function.
BT will need to ensure that sufficient separation between BT and Openreach systems and
data is implemented as part of this implementation and we will keep this area under review
during the coming year.

Openreach Culture and Behaviours

Last year we reported on a comprehensive survey across the BT Group by external culture
experts, to measure progress instilling a Commitments-compliant culture. BT commissioned
the consultants to undertake further behavioural work in early 2020, covering people in
Openreach and certain BT Group functions, and they presented their findings to us in April.
Their key conclusions are summarised below.

e Openreach is operating more independently than in October 2018 with improvement in
almost all of the key cultural assessment measures.

e The mechanics of maintaining independence have bedded down and clarity has
improved with real world examples and precedents to guide action. People in both BT
and Openreach have the same strong sense of personal responsibility to uphold the
Commitments. All of this is supported by a strong, consistent tone set by BT and
Openreach leaders and the positive encouragement of the Openreach Business Integrity,
BT Group Regulatory Affairs, Ethics and Compliance teams.

e The relationship between BT and Openreach has largely matured in support of an
independent Openreach. There appears to be less reliance on personal relationships and
more evidence of codification and thoughtful, structured interactions. High levels of
willingness to speak up and share concerns have been maintained providing a ‘safety
net’ of early detection of issues.

e However, there is a mixed picture across the complex intergroup dynamics between BT
and Openreach. At senior levels there is evidence of a further maturing of the BT
Parent/Openreach Subsidiary relationship however some tensions exist in interactions at
more junior levels between BT Group and Openreach. Tensions reported in the BT
Customer/Openreach Supplier relationship in 2018 are still present in 2020 (relating to a
perception that BT CPs are being disadvantaged); and new frustrations have emerged in
Openreach (as they have in other BT business units) about cost and quality of some
service provision by BT in areas such as procurement, property and technology.
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There is a growing perception that independence is ‘maximised’ and not yet ‘optimised’.
An interesting contrast is emerging with pride and confidence to act growing in
Openreach at the same time as BT colleagues feel “risks are amplified” (as maintaining
compliance requires additional processes to be followed) leading to anxiety, delays and
inaction. There is a perception that the complexity of systems and processes to maintain
independence have worsened slightly and remain challenging in both BT and Openreach
— to the point where people are resigned to the burden of complexity and are not
actively seeking or expecting simplicity as an outcome.

The report recommends that, going forward, BT and Openreach should:

maintain the strong ‘tone at the top’ established by senior leaders as their behaviours
and decisions are being watched and mirrored by employees and ensure the on-boarding
of new people is reinforced at regular intervals post induction and includes knowledge
transfer based on operational realities;

develop a plan to maintain the culture necessary to sustain a more independent
Openreach , building on what has already been achieved;

look for ways to reduce complexity when it comes to compliance with the Commitments,
particularly in relation to systems; and

manage the tensions in the Openreach Supplier/BT Customer relationship to reduce the
strain on the perceived value of Openreach’s greater independence.

The OBARCC will continue to take a keen interest in how BT and Openreach take the
recommendations from this survey into account in the year ahead.
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5 Outlook for 2020/21

In the coming year we will continue to report regularly and transparently to Ofcom via the
CVP and the Commitments compliance dashboard.

Whilst we recognise that considerable progress has been made in securing greater
independence for Openreach and embedding this in its culture we believe there is more to
do. We have identified a number of key priority areas of focus and have summarised these
below.

Sustaining Openreach’s greater independence

BT Group’s May 2020 announcement of significant further long-term investment in fibre
deployment indicates strong support for Openreach’s strategy and we will continue to
monitor how fibre deployment is operating in practice. This will include a rolling programme
of internal and external audits of the Fibre First programme covering governance,
information sharing controls and the levels of transparency provided to industry.

The need for Openreach to have sufficient independence of decision—making from BT Group
remains important, but may come under greater tension as BT faces financial challenges
arising from the fibre investment and exacerbated by the COVID-19 crisis. We will continue
to focus on monitoring that appropriate governance arrangements, such as delegations of
authority, are in place and strike the right balance of allowing sufficient parental financial
control, whilst respecting Openreach’s greater independence. Together with the CAO, we
will undertake a joint review of the operation of the newly defined arrangements covering
Commercial Processes, which includes pricing, products and projects.

We will also continue to monitor the operation of the strategy development process as it
moves into its second year of operation and we will maintain oversight of the operation of
the financial planning process.

Equal Treatment of Openreach customers

Whilst Equal Treatment means that Openreach should not unduly favour one CP over
another, it does not mean that all customers must always be treated in an identical manner.
For example, CPs of different sizes may have different requirements of Openreach.
Furthermore, the ability to innovate with CPs should not be wholly extinguished by Equal
Treatment. This tension between Equal Treatment, Equivalence and innovation is likely to
continue in the coming year. Therefore we will continue to monitor this area closely to
ensure that Openreach continues to have sufficient commercial independence, products
and/or discounts are designed and launched in compliance with the Commitments and CPs’
views continue to be taken into account.

Customer Engagement

We will continue to monitor the use of Openreach's confidential Customer Consultation by
CPs, the wider consultation process, SoR process and Openreach’s general engagement with
CPs. In particular, we will continue to monitor the PIA process where industry confidence is
not yet as strong as in other areas.

In addition, the CMO will continue to attend industry forums including the Copper/Fibre
Product and Commercial Group, Ethernet Product and Commercial Group and the Passives
Industry Working Group forum.
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Culture and Behaviours

Taking into account the results from this year’s behavioural survey, we will continue to
encourage Openreach to explore ways to ensure that the Commitments become deeply
embedded in its culture so that they become part of its DNA and whether any additional
formal governance mechanisms may be required. The CMO will continue to review
Openreach behavioural measures on a regular basis and engage with the CAO where its
monitoring work includes the review of relevant employee behaviours in the wider BT
Group.

Information sharing and the disclosure process

The majority of breach cases reported to the OBARCC this year related to information
sharing, continuing the pattern of the previous year, and highlighting that this continues to
be a key risk area for compliance. In the year ahead, as well as continuing to monitor the
information sharing and disclosure process, we will encourage Openreach to use the lessons
learned from breaches to introduce additional controls around sharing of significant
information (such as for PIA) and to consider the further use of automated solutions to
minimise the potential for breaches to occur.

We will also keep the introduction and operation of BT’s new finance system under review
to ensure that it is consistent with the Commitments.

Commitments compliance in Openreach Northern Ireland

Given the risks inherent in its unique structure, we will remain focused on how the
Commitments are being operated in Openreach Northern Ireland. We will follow up on the
learnings from our assurance work this year and the CMO will continue to attend the
Telecoms Stakeholder Forum in Northern Ireland which is currently scheduled to take place
twice a year.

Stakeholder management

Part of the OBARCC's role is to help ensure that Openreach continues to take the needs of all
CPs into account. Therefore we are very keen to maintain our ongoing dialogue with CPs
and stakeholders from across the industry, such as the OTA2, FCS and UKCTA. We are always
pleased to hear from CPs and industry bodies who would like to engage with us, including by
attendance at one of our regular meetings.
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6 Glossary

AOP/MTP
BARC

BT CPs
BTCC

CAO
Ccl
CEO
cl
CMO

CPs
DoAs
EAB
FCS

FTTC
FTTP
GEA

KPI

MIS
Non-BT CPs
OBARCC
omMu
ONI
OTA2
PIA

SoR

Annual Operating Plan/Medium Term Plan
The BT Group plc Board Audit & Risk Committee
BT Communications Providers: Enterprise, Consumer and Global Services

BT Compliance Committee — the body responsible for reviewing BT’s compliance
with the Commitments and Governance Protocol.

Commitments Assurance Office, the BT team which supports the BTCC
Customer Confidential Information

Chief Executive Officer

Commercial Information

Commitments Monitoring Office, the Openreach team which supports the
OBARCC

Communications Providers
Delegations of Authority
Equality of Access Board

Federation of Communication Services, an industry association for (mainly small
and medium sized) CPs delivering voice and data communications solutions to
UK business and public sector customers

Fibre to the Cabinet

Fibre to the Premises

Generic Ethernet Access product

Key Performance Indicator

Management Information System

CPs external to BT

Openreach Board Audit, Risk and Compliance Committee
(Ofcom) Openreach Monitoring Unit
Openreach Northern Ireland

Office of the Telecommunications Adjudicator 2
Physical Infrastructure Access

Statement of Requirements, the process by which CPs submit new product and
service requirements to Openreach and BT Enterprise.
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UKCTA UK Competitive Telecommunications Association, a trade association promoting
the interests of fixed-line (mainly larger) CPs in the residential and business
markets

WLR Wholesale Line Rental, a service in which a CP takes control of the connections
made through a telephone line and is able to bill the customer
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7 Appendix

Commitments Compliance Dashboard

Commitments

Compliance

Status by clause section

« Initial delays agreeing changes to the BT Pension
scheme via the "Statutory Instrument” were resolved.
No further issues.

istomer Consulta
Process— all phases

+Openreach Limited incorporated. The ASA is
operational.

12. Separate Headquarters

openreach

« Consultation process and strengthened
governance issued. Compliance reviews
identified no concerns.

« Early CMO review highlighted HQ access
control weaknesses, remedial actions appear
effective.

+Openreach is providing products on behalf of BT.
No known issues, ongoing compliance reviews
identifying no concerns.

4. Operating as a Functionally
Separation Division

« BT GroupInternal Audit findings highlighted
that strengthened governance required on
Annex B and C listed systems.

« New finance system platform to be reviewed
for with the Cc 1ts.

«Openreach Board in place to enable Openreach
to operate and be managed as a separate
division. No known issues.

7. Transfer of Openreach
Employees

+No current concerns. The challenge is how to
meet individual CP requests in a tailored and
compliant equal treatment manner.

itation phase
compllance issues identified with Iead key
stakeholders.

«No known issues.

« Strategy development process now agreed and
published.

+ BT TUPE consultation completed and people
transferred into Openreach Limited.

* Re-branding programme on track. Sign-off of
mar
required, to ensure BT and Openreach
responsibilities clarified (work in progress).

* Revised Code of Practice published.
Openreach training based on COP in place.

10. Protecting confidentiality
and influence

KEY

[ No Issues
B Some Concern
3 Major Issue

« BT Group will provide all employees with incentive
scheme BT shares with the Openreach award
(including Openreach Northern Ireland) based on

Openreach performance. Initial review complete.

* AOP/MTPprocess now agreed, published and
g. Being fully op y tested during a
full process cycle.

+ Operation and reporting of information shared
needs to be fully tested and confirm disclosure
report meets audience’'s

« Clarification required on the degree of
Openreach commercial independence operating
within the Commitments framework ( Guidance

ther legal
requlremems

+‘OpenreachNI * hosted by
Oct 2018. Rebranding of ONI vehicles and
workwear completed, other areas progressing.
ONI annual report publication to NI
stakeholders.

Ope

+OBARCC and BTCC now operating.

*MOU’ s
operation.

bet we eGMO/CAMIN an d

+No known issues identified.
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